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PREFACE

This White Paper was born out of discussions and exchanges about the
nature, direction and challenges of the Internet of Things (loT) over twenty-
four months starting in June 2016 within the 10T Thought Leadership
Working Group of the Georgia Institute of Technology (Georgia Tech)
Center for the Development and Application of Internet of Things
Technologies (CDAIT)?.

loT-facilitated user/citizen engagement across the Smart City ecosystem is
the ficase in pointo for the overall rep

The effort was spearheaded by Karen |. Matthews, Ph.D. (Corning), Chair;
and Paul M.A. Baker, Ph.D. (Georgia Tech); Clay Mahaffey (Kimberly-
Clark); and Forrest Pace (AlG), Vice Chairs; and sub-group leaders Jerome
Holbus (Infor), Johnny Parham (Infor), Doug Guthrie (Comcast) and Kelly
Arehart (Kimberly-Clark).

The contributors whose names are listed at the end of the paper come from
different walks of industry and academia, and are directly involved in the
building of IoT. They shared personal ideas, observations and opinions
grounded in real-life experience.

As a result, the views expressed in thi
collective own and do not necessarily represent those of Georgia Tech, the

CDAIT company members, the individual members of the 10T Thought

Leadership Working Group, the University System of Georgia or the State

of Georgia.

1 Information about CDAIT and the CDAIT IoT Thought Leadership Working Group can be found at the
end of the White Paper.
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EXECUTIVE SUMMARY

This White Paper sets out to examine how the Internet of Things is markedly reshaping user
engagement, definedhereas a stakehol der s respoBsuwEhasto sol
but not limited to, a product or a service.

It starts with a brief overview of the Internet of Things (IoT) and explores loT applications
with an end-user focus. Through the framework of user engagement within a Smart City,
i.e., citizen engagement, it investigates a range of potential 10T applications and challenges
for five key Smart City use cases: municipal services management, utilities, public safety,
transportation, and healthcare.

We submit that the expression il nt er n et shodld ndtbe takgrsliderally; it is a
metaphor that refers to a radical paradigmatic transformation, i.e., the interconnection of
intelligent things, which is bound to bring about dramatic economic and social changes.

In the introduction, we highlight the complexity of the 10T value chain, made up of numerous
moving parts, and the convergence of timely trends that have contributed to the current
global attention on the Internet of Things.

The paper intends to answer four key questions:

1. What are the opportunities for, and limits of, Smart Cities and connected
users/communities?

2. What data ownership and security issues are associated with 10T and how will they
be addressed?

3. What wil. |l oT business models | ook |Iike and
4. What possible roadmaps can lead to the IoT revolution becoming the loT of the
future?

0T should not only be thought of as a collection of technologies, but also include societal
impacts and benefits as well as social outcomes that can be advanced, enhanced and
simplified by the use of ismar t 6 t e Thnongh Idatay captering, sharing and
processing, both the private and public sectors can devise specific, data-driven solutions
integrating social, economic, policy and contextual inputs. User feedback will ensure that
the solutions are meeting citizen needs.

From a policy perspective, it is imperative that cities also address a variety of stakeholder

needs and concerns as projects are being justified and developed. Citizens must receive

sufficient information to enable them to develop a clear understanding of how the data is

being used, and who has ownership and control of this data. Hence, two key areas that are
becoming increasingly important as we move to
technologies are security and privacy, two interrelated but separate issues.

While security refers to protecting data/information from being improperly accessed and/or
affected, privacy refers to the right of an individual (or entity) to determine use of
data/information, consistent with their preferences.

Georgia Tech CDAIT Atlanta, Georgia, USA July 2018 7



Both aspects s houl d be addsriegasoednové towardd&a-rich, connected
environments with porous or poorly defined boundaries. Due to the nature of many IoT
devices (ubiquitous fAalways ono deployment, |
and extreme power limitations), security can be especially difficult to manage. These
limitations complicate on-device security; therefore, security must be holistic, systemic and
systematic to ensure data integrity.

Similarly, privacy must be addressed both at the level of the individual user as well as at
the system level, with policies and procedures playing a fundamental role in addition to
technology.

A connected society will require a higher level of integration of increasingly complex IoT
implementation platforms, but a real user-centric 10T system should be making citizens
moreaware and t r u lragherfhannshowdasng®ec hnol ogy f or techno

Successful implementations of 10T for communities will closely matchc i t i @ediiecn®
and needs with systems that are convenient. They will also provide straightforward
connection to data sources of interest, thus generating a value proposition that is clear and
evident.

The EPIC analytic approach is introduced to help municipalities (and any other organized
collectivity in charge of the public interest that is investigating the potential use of 10T
technologies) review the opportunity and impact of investing in 10T. EPIC screens the loT
effort through four variables: Ethics, Profit (economic and social), Intimacy, and
Connectivity.

It is critical to evalwuate the fAigoodness of fii
monetization method) via the use of trials rat
seems to be a good idea but has no measurable evidence of fit. Designing these trials to

be representative and scalable will be essential.

Since citizens are the ultimate benefactors of these platforms and their related initiatives,
we propose Design Thinking as one approach to developing user-centric 10T solutions that
will have the maximum community benefit. It incorporates many d e ¢ a dverth 6f
research across multiple disciplines to create a path to problem solving that puts the end
user at the center of the work. Through careful questioning, rapid prototyping, and
iteration, the citizen can quickly provide feedback that helps determine whether a solution
actually solves the need in the way he/she finds beneficial.

The Internet of Things is in its infancy, and therefore all related activities require prudent
and judicious management. If hastily deployed enabling technologies do not deliver on the
expected outcomes on both the technological and human axes, cities will not be as
enthusiastic in their support. As a result, if not denied, 10T innovation will be delayed.

Leveraging design thinking can at least help mitigate some of this risk. Good design affects

not only the 6goodness of dnitytbd alsw the semicelrobolit s er v i
itself. It should be noted that system interdependence calls for a holistic approach mindful

of the complexity and interconnectedness inherent to Smart Cities.

Georgia Tech CDAIT | Atlanta, Georgia, USA [ July 2018 8



By focusing on universal design (i.e., creating products and services everyone can use

and that are, ideally, universally compatible), stakeholder involvement, security and privacy

by design, economic and social feasibility,ands ust ai nabi Il ity, Smart Ci't
implementations will be successful through fostering meaningful citizen engagement and

meeting the needs of all parties involved.

Smart Cities endeavor to tackle the present and future problems by solving pressing issues
while still making sound fiscal decisions. This is sometimes slow but always challenging.
However, little by little, 10T technology drivers and conditions of necessity within use cases
aremoldingt oday6és | oT revolution into tomorrowds n:

Of course, there will be successes and failures in areas of hardware, software, networks,
and societal acceptance along the way, but like all ecosystems, the best designs and
approaches will thrive and eventually achieve equilibrium.

We expect loT will grow in clusters, where various use cases and their related devices,

applications, and connectivity shape their ecosystem. While these clusters begin to arise,

there wild/ be a natural tendency for them to t
clusterso start to crystallize, standairitds and
to work together on a common platform.

Georgia Tech CDAIT Atlanta, Georgia, USA July 2018 9



1 INTRODUCTION

1.1 DEFINITIONS

Since thereatiex nredtdo &&nxcfliusi vel ytdedexptedstonii
Things (loT)o is best understood as a metaphor
anyt hing and everything (previously fAout of sc
to the timely convergence of scientific, technological, and societal advances and trends.

The use of electronics, software, actuators, sensors and network connectivitya |l | ows At hi n
to collect and exchange data and, when programmed properly and designed in an

accessible manner, allows citizens to make decisions on actions (automation) that can be

enabled on/in a smart phone, vehicle, machine, home, community, city, etc.

In short, the "Internet of Things" (10T) is about the interconnection of intelligent things. While
interconnection (and its related and yet different concepts such as interoperability and
interdependence) is axiomatic to 10T and a non-trivial building block, the intelligence of
things (as a matter of course) -ctbawbhi@hgmakes t

As the European Research Cluster on the Internet of Things (IERC) puts it, I0T is:

fA dynamic global network infrastructure with self-configuring capabilities based on
standards and interoperable communication protocols where physical and virtual
things: have identities, physical attributes and virtual personalities; use intelligent
interfaces; and are seamlessly integrated into the information network.&

2 Center for the Development and Application of Internet of Things Technologies [CDAIT] Website (n.d.).

About - The Internet of Things. Georgia Institute of Technology. Retrieved

from https://cdait.gatech.edu/internet-things-infrastructure. A brief overview of 10T research and related
perspectives at Georgia Tech can be found in Josh Brown
Horizons, March 8, 2018 http://www.rh.gatech.edu/features/connected-new-world.

3 A very insightful and useful collection of perspectives on the Internet of Things can be found in: Datta, S.

(2017) Haphazard Reality - 10T is a Metaphor: Principles and Practice of Connectivity and Convergence. MIT

Library https://dspace.mit.edu/handle/1721.1/111021

4 European Research Cluster on the Internet of Things (IERC) website: http://www.internet-of-things-

research.eu/about iot.htm
Georgia Tech CDAIT | Atlanta, Georgia, USA [ July 2018 10



https://cdait.gatech.edu/internet-things-infrastructure
http://www.rh.gatech.edu/features/connected-new-world
https://dspace.mit.edu/handle/1721.1/111021
http://www.internet-of-things-research.eu/about_iot.htm
http://www.internet-of-things-research.eu/about_iot.htm

This 10T network infrastructure is a complex, multilayered value chain composed of many
moving parts as described in the IMAGE model below (Figure 1).

Looking at IMAGE, it is not difficult to see that IoT is bound to overhaul the way business
was traditionally done (including possibly involving a new set of partners): 10T solutions
require a kaleidoscope of new skills and expertise while at the same time causing the
relationship with customers to profoundly change.®

See Scott Ferguson, iStanl ey Black & Decker CI O Drills
22, 2018 https://www.lightreading.com/enterprise-cloud/iot-and-edge/stanley-black-and-decker-cio-drills-
down-into-industrial-iot/a/d-id/739658 and this comment from Stanley Black and Decker CIO Rhonda
Gass:"We're traditionally a mechanical/electrical engineering company, and we're now adding software skill-
sets into our products,” Gass said. "We're delivering loT-enabled drills, or Bluetooth-enabled drills. What are
the concerns around cybersecurity in that space that our traditional engineers are not used to thinking about?
The IT group is assisting in helping put some of those policies and practices in place as well."
See Mi ke CugakPiarc,i fAiGedroT Ecosystem Leader Breaks Down I n
Innovation website, n.d., http://www.enterpriseinnovation.com/articles/georgia-pacifics-iot-leader-breaks-
down-intrapreneurship/ and this comment from Georgia Pacific IoT Ecosystem Leader, New Venture
Development Mike Slawson; Al n t he end, if we can | ower our customer
products that we sell them, we become a more valuable supplier. This increases loyalty, reduces supplier
churn, and helps us expand into more locations. We and our customers become more profitable. |0T is an
i mportant vehicle to accomplish this. o
See Henk Volberda, Fr ans A.J. Van Den Bosch, and Kevin Heij, HARei
Cope with Disruption, o (Oxford, UKRThOxfeadi dgitverasimgn
Michelin, for instance, invested heavily in a new disruptive technology, namely the Internet of Things, and
collaborated with completely new partners. With smart sensors and in-vehicle telematics, Michelin is no
longer selling tyres, but also providing solutions for fleets of trucks, buses, and commercial vehicles in a wide
range of areas: tyre management, vehicle productivity,
See Paula Bernier, ANew | oT Champion: Dell Commits to
2018, http://www.iotevolutionworld.com/iot/articles/436793-new-iot-champion-dell-commits-the-internet-
things.htm and this comment: Said[new | oT di vi si on IieademeRvay]Jo TO®K avri rseé loln.
| everage the strength across all of Dell Technol ogiesbéd
solution 7 in combination with our vast partner ecosystem i to meet customer needs and help them deploy
integratedlo T systems with greater ease. 0
See IMAGE at work: an example of operational transformation as a result of 10T technologies can be found
here: Jay Moye, AConnected Coolers: How the Ol nternet o
Eqgui p me n tCpldJoreycwebsite, March 20, 2018 https://www.coca-colacompany.com/stories/
connected-coolers-how-the-internet-of-things-is-powering-coke-s-fleet-of-cold-drink-equipment
Industry collaboration brought about by the Internet of Things is highlighted in this 2016 Corning blog about the
partnership between Co [Evensondakes thelsta§esanCES nCgrninginelps trdate a
connected Iife in one of wor |l do shitmdveniv.copnmavemm/fvoudwidd/en/e nd s , O
innovation/the-glass-age/the-glass-age-today/ces-2016/jeff-evenson-takes-the-stage-at-ces.html - Note this
statement from Dr. W.P. Hong, president of ySfaRmesrutnnge rSsDhSi,
are the underpinning of |1 o0oT successo.

Georgia Tech CDAIT | Atlanta, Georgia, USA [ July 2018 11
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https://www.coca-colacompany.com/stories/connected-coolers-how-the-internet-of-things-is-powering-coke-s-fleet-of-cold-drink-equipment
https://www.corning.com/worldwide/en/innovation/the-glass-age/the-glass-age-today/ces-2016/jeff-evenson-takes-the-stage-at-ces.html
https://www.corning.com/worldwide/en/innovation/the-glass-age/the-glass-age-today/ces-2016/jeff-evenson-takes-the-stage-at-ces.html

Internet of Things = Complex Value Chain = I.M.A.G.E.

Interface with the
physical world
(sensors, actuators,
etc.) at any level, i.e.,
macro, micro and
nano, including
processors &
architectures as well
as device
management
(Hardware & Software
updates).

Data transport (many
connectivity options
such as wired, cellular,
satellite, Low-Power
Wide-Area Network
(LPWAN), Wi-Fi and
other short-range
communications
technologies, etc. +
gateway) including
managing tradeoffs,
i.e., range, power,
connection density,
etc.

Software-based
junction point with
the user (e.g., B2C,
B2B) including APIs
and monitoring and
control of the
interface, core to the
service provided.

N )

Capabilities and
enabling environment
that hold everything
together, now and in
the foreseeable future,
at both the application
and industry levels
(system architecture,
operating system,
upgradability, security,
privacy, trust, ethics,
energy source, law,
regulation, policy,

Information/value
extraction from the
captured data (cloud
computing, edge
computing, data
storage, "Big Data”
analysis, machine
learning [deep
learning, etc.] and
other Artificial
Intelligence-related

capabilities, event
stream processing,
IoT platforms, etc.).

standards, modeling &
simulation, education,
business model,
awareness, etc.)

D.N.A.

Device - Network - Application

Interface with the physical world: A myriad of possibilities; from simple digital tattoos (flexible electronics), barcodes, QR codes,
image barcodes, passive and active RFID tags, sensors, actuators to more complex computing gear including factory controllers, drones,
robots, automotive electronic control units, cameras, wearables, etc. (excluding smartphones, tablets and computers).

The technologies presented here are illustrative only, and do not constitute an exhaustive list. They serve to highlight the multiple
challenges as well as the scope and complexity of the Internet of Things value chain.

Figure 1: IMAGE model of the loT value chain®

Initially, 10T adoption will be implemented in small, independent installations. However,
additional value is created when these individual applications can communicate with each
other. By focusing on interoperability, IoT designers will be able to implement small clusters
that can communicate with other clusters and further grow IoT toward the multi-trillion dollar
global opportunity that is often mentioned.

However, the ability for these applications to share data is not necessarily straightforward.
There are security and privacy issues, as well as governance and standards challenges,
that stand in the way of seamless implementation.

Hence, this paper includes system considerations such as privacy, security, data ownership,
technology integration, and universal (inclusive) design. IoT has the potential to go beyond
just connecting individuals with their work, home, and other environments, but also
supporting employment, community participation, and enhanced quality of life. A recent Tata
Communications White Paper on the Internet of Things summarizes well this
transformational paradigm:

AThe I nternet of Things presents an opportu
new ecosystem built to serve not merely humans, but humanity. In this new world,
people will receive uniquely personalised services on demand, while societies will

6 Source: Georgia Tech Center for the Development and Application of Internet of Things Technologies (CDAIT)
Georgia Tech CDAIT | Atlanta, Georgia, USA [ July 2018 12



benefit from optimised resource use and minimised negative environmental impact.
The Organisation for Economic Co-operation and Development (OECD) compares

|l oT6s significance and potenti al ubi quity
sees it extending beyond technology and commerce to redefine our social, cultural
and professionf@al relationships. o

Inclusive 10T seeks to create a more connected society by integrating Design Thinking (see
Section 5.5 below) and policy development approaches to better match technological
applications to citizen needs and determining how best to design solutions that bridge
technological and societal gaps. While municipalities can harness the wide range of loT
technologies to enable employees to be more efficient and effective (boosting productivity),
an equally interesting goal is to use these technologies to enhance the citizen experience.
This is one of the most innovative approaches to ensuring the effective and efficient uptake
of IoT i devising novel ways to provide meaningful and rewarding citizen engagement.®

It is becoming increasingly clear that traditional business models are dislocated by the arrival
of the Internet of Things. For instance, thanks to 10T technologies, capital expenditures are
now becoming operational e x pens es t {a-6 e u g-lbased puschase options. In
addition, a typical 10T solution requires expertise in many domains and forces companies to
collaborate and share revenue.®

Ultimately, IoT will be a boon for cities as they partner with the technology community to
support their growing populations and developing domestic and global economies. In the
process, cities will {seesectoh 2lrbetowifondefinitioh)S mar t Ci t

As leaders in Smart Cities establish the digital infrastructure needed to enable municipal and
service provider innovations, they must also consider how to reduce the risk of data leakage
and function creep.*°

Municipalities should incorporate risk management procedures into their Smart City
procurement process to ensure that adequate security measures are in place for the lifecycle
of the technology and look to address privacy and security concerns by embedding design
practices throughout the public service delivery process. Muni ci pal i ti es wonot

‘"Tata Communication$Eméitgednael of RePewtCivic OS [Operati
2018, p.5, https://www.tatacommunications.com/wp-content/uploads/2018/02/I0T-Report.pdf - Note: the

OECD source is: Organisation for EconomicCo-oper ati on and Devel opment (OECD),
Things: Seizing the benefits and addressing the chall en
http://www.oecd.org/officialdocuments/publicdisplaydocumentpdf/?cote=DSTI/ICCP/CISP%282015%293/FIN
AL&docLanguage=En..

8See r esear cImardCitiesend dnolusifie Innovationd at Georgia Tech.

9 The almost 2300 loT meetup groups around the world and their approximately 1.3 million members (as of

June 2018) - see https://www.meetup.com/topics/internet-of-things/ are perhaps altogether another concrete

indication of the 10T interdependence and the need for
an example, see GAIT - Greater Atlanta Internet of Things Meetup for people interested in the Internet of
Things who want fto coll aborate on new ideas and | esson

keeps exploring a broad variety of technologies and domains in 10T https://www.meetup.com/Greater-
Atlanta-Internet-of-Things/
See Bruce Schneier, fiSecurity and Function Creepo, | EE
https://www.schneier.com/essays/archives/2010/01/security and_functio.html
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https://www.tatacommunications.com/wp-content/uploads/2018/02/IoT-Report.pdf
http://www.oecd.org/officialdocuments/publicdisplaydocumentpdf/?cote=DSTI/ICCP/CISP%282015%293/FINAL&docLanguage=En
http://www.oecd.org/officialdocuments/publicdisplaydocumentpdf/?cote=DSTI/ICCP/CISP%282015%293/FINAL&docLanguage=En
http://ipat.gatech.edu/smart-cities-and-inclusive-innovation
https://www.meetup.com/topics/internet-of-things/
https://www.meetup.com/Greater-Atlanta-Internet-of-Things/
https://www.meetup.com/Greater-Atlanta-Internet-of-Things/
https://www.schneier.com/essays/archives/2010/01/security_and_functio.html

this. The opportunity to participate in the financial benefits associated with Smart Cities will
drive technology companies to seek solutions and remedies to current challenges. In the
process, substantial transformative changes will upset the status-quo:

Alh@&sd to i magine the future of I oT, but 1td
and bring massive disruption to existing markets. When the physical world and online

world come together, every business venture becomes, to some degree, a software

and data Yompany. o

1.2 |oT DIMENSIONS

There is a plethora of I0T projections constantly renewed and adjusted, but all are pointing

to an Aundeniable trendo, i . e The techmdogicale x pand
economic, and socioeconomic potentials of loT affords various industries the opportunity to
solve numerous problems and are thereforekey t o | oTd6s value proposit

0T has received increased attention in the last few years as a result of timely converging
trends, such as market and technology obsolescence (e.g., legacy voice and data service
revenue decline)'#; cost-effective and efficient miniaturization of sensors, actuators, radio
modules, and other interfaces with the physical world*®; a dramatic jump in the number of

11 Blake Patton, Tech Square Ventures and Chair of the CDAIT Working Group on the loT Startup

Ecosystem. Source: Interview for Venture Atlanta, February 2015, https://techsquareventures.com/blake-

patton-security-disruption-internet-things-venture-atlanta/

12 Unlocking the potential of the Internet of Things, McKinsey and Company, June 2015,

https://www.mckinsey.com/business-functions/digital-mckinsey/our-insights/the-internet-of-things-the-value-

of-digitizing-the-physical-world

13 Amy Nordrum, IEEE Spectrum, 18 August 2016, "Popular Internet of Things Forecast of 50 Billion Devices

by 2020 Is Outdatedo L e t 6 s  AnoytNerdriamspoints outthati one of t he puzzling thing

estimates is that they attempt to anticipate demand for devices that have largely not yet been invented or

commercialized. 0

“See Tina Gurnaney, @Al oT may rescue telcos when revenue

Anal ysts, 0 | ndia T htimse/slecordecognansctimes.i0djatim2OcbnT/news/iot-may-rescue-

telcos-when-revenues-from-voice-and-data-services-decline-analysts/60227229; Mar t i n Cr eaner 6s |

at Mack Institute News, Wharton, University of Penns y | vani a, AThe Future of Teleconm

February 19, 2016 https://mackinstitute.wharton.upenn.edu/2016/the-future-of-telecom-in-the-iot-era/ ; and

Astrid Rauchfuss et al.fATo Fuel Growt h, Telcos Need a D

https://www.bcg.com/publications/2018/to-fuel-growth-telcos-need-digital-makeover.aspx. On June 5, 2018,

Juniper Research issued a press release that highlighted thati annu al g | cbiledirevemyesfromt o r

voice and data services are expected to fall by over $50 billion over the next 5 years from $836 billion last

year [2017] to $785 billion by 20220 and Athat the oppo

enabl e operators to increase revenues from that sector

https://www.businesswire.com/news/home/20180605005133/en/Juniper-Research-Mobile-Operator-Core-

Revenues-Fall

15 Note that cost-effective miniaturization, i.e., a critical catalyst of the loT expansion, includes a vast number

of technologies that have progressed by leaps and bounds in the last decade; a handful of examples: flexible

el ectronics, Shoub-thin&hipsfer pighao ee tf oalmanfc@l ttd @& xi blMarce| ectr on

2018, https://www.nature.com/articles/s41528-018-0021-5; High Density Interconnect (HDI) Printed Circuit

Board (PCB), i FastPCBBlog, iAiThe Quiet Magustk 2006eami ng of H

http://www.ifastpcb.com/blog/the-quiet-mainstreaming-of-hdi-pcb-manufacturing/ ; and efficient energy

source, Yunlong Zi andeiZdmatgornsn Amngme fidNiamg gt echnol og

APL Materials, March 2017 https://aip.scitation.org/doi/full/10.1063/1.4977208and Anne Tr aft on, f
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https://techsquareventures.com/blake-patton-security-disruption-internet-things-venture-atlanta/
https://techsquareventures.com/blake-patton-security-disruption-internet-things-venture-atlanta/
https://www.mckinsey.com/business-functions/digital-mckinsey/our-insights/the-internet-of-things-the-value-of-digitizing-the-physical-world
https://www.mckinsey.com/business-functions/digital-mckinsey/our-insights/the-internet-of-things-the-value-of-digitizing-the-physical-world
https://spectrum.ieee.org/tech-talk/telecom/internet/popular-internet-of-things-forecast-of-50-billion-devices-by-2020-is-outdated
https://spectrum.ieee.org/tech-talk/telecom/internet/popular-internet-of-things-forecast-of-50-billion-devices-by-2020-is-outdated
https://telecom.economictimes.indiatimes.com/news/iot-may-rescue-telcos-when-revenues-from-voice-and-data-services-decline-analysts/60227229
https://telecom.economictimes.indiatimes.com/news/iot-may-rescue-telcos-when-revenues-from-voice-and-data-services-decline-analysts/60227229
https://mackinstitute.wharton.upenn.edu/2016/the-future-of-telecom-in-the-iot-era/
https://www.bcg.com/publications/2018/to-fuel-growth-telcos-need-digital-makeover.aspx
https://www.businesswire.com/news/home/20180605005133/en/Juniper-Research-Mobile-Operator-Core-Revenues-Fall
https://www.businesswire.com/news/home/20180605005133/en/Juniper-Research-Mobile-Operator-Core-Revenues-Fall
https://www.nature.com/articles/s41528-018-0021-5
http://www.ifastpcb.com/blog/the-quiet-mainstreaming-of-hdi-pcb-manufacturing/
https://aip.scitation.org/doi/full/10.1063/1.4977208

available internet addresses (IPv6 vs. IPv419); regulations around the world conducive to the
use of loT technologies’; growing pervasive interconnection capabilities'®; and favorable
societal needs and requirements?®, as described in the high-level OSIRIS representation
below (Figure 2). The accompanying Figure 3 provides historical context to I0T.

IoT Enabling Trends

Obsolescence

6

“Plain Old Telephone Service” (POTS) and circuit-switched networking demise, voice market saturation coupled with
rise of IP and data.

)

Increasing availability of a wide range of (cost-effective and powerful) macro, micro, and nano-sensors (true also of
radio modules and actuators) — Moore’s law and beyond.

[—

Identification

1Pv6, the most recent Internet Protocol version with over 340 undecillion [*] addresses, i.e., 340 trillion trillion trillion
[*] unique identifiers — first published in 1999, “officially” launched on June 6, 2012, became a full Internet standard
on July 14, 2017 (note: predecessor IPv4 limits the address space to 4.3 billion addresses) [*] short scale large-
number naming system.

Regulation

Direct (e.g., emergency calls and smart metering mandates in the European Union; and, e.g., 2007 Energy Act, 2011
Food Safety Modernization Act, 2013 Drug Supply Chain Act in the U.S.) or indirect (e.g., domains for which IoT
technologies are well suited for complying with regulation such as monitoring of pollution, privacy, safety & security).

Interconnection

Global pervasiveness through a broad variety of cellular, satellite, wired and other wireless networks and protocols
enabling the transport of ever-increasing data traffic — Cooper’s law of spectral efficiency (wireless capacity).

& i

: . Socie

. i O ty

Osiris was an Egyptian god of transition, Need for immediate feedback, remote access, control and monitoring, independence (“aging in place”),
resurrection, and regeneration. interdependence (long supply chains), and regional and national priorities (e.g., “Industry 4.0").

Figure 2: OSIRIS representation of enabling trends that have driven loT adoption 2°

system can power devicesi nsi de tMENewsddine 4,&018, https://news.mit.edu/2018/wireless-
system-power-devices-inside-body-0604
®S®bastien Ziegler et al. fAThe Case for | Pv6é as an Enab
14, 2015 https://iot.ieee.org/newsletter/july-2015/the-case-for-ipv6-as-an-enabler-of-the-internet-of-
things.html
7See how | oT technologies can help with air quality mon
the UK, Germany, France, Italy and Spain face the prospect of huge fines arising from persistent failures to
comply with European air pollution | aws, 0 i n-A8IMA, i
Generation Guide for Mobi Ih#ps/Opregsadcom/istwp-i February 20
content/uploads/2018/02/iot_clean air 02 18.pdf
BFor a recent overview of | oT interconnection challenge
presentation lbintyi| nteregeatabon, and I nterconnect-i on of
SUDACAD Regional Forum - loT for Development of Smart Sustainable Cities, Khartoum, Sudan, December
13-14, 2017 https://www.itu.int/en/ITU-D/Regional-Presence/ArabStates/Documents/events/2017/10TSMW/
Presentations-10T/Session6/I0T4SSC_Session 6_Benjillali.pdf
WSeef or example Shei k Mohammad Mostakim Fattah et al .,
Standard-Based | oT Pl atforms and Heterogeneous | oT Product s,
https://doi.org/10.3390/s17102311
20 Source: Georgia Tech Center for the Development and Application of Internet of Things Technologies
(CDAIT)
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Internet of Things in Historical Context

Hardware | Software 1t Data 1t Automation 1 Autonomy 1

Two Machine Ages Four Industrial Three Stages of Internet of
Revolutions Things

1. Machine is 1. steam 1. Monitoring and Control:
Complementary Remotely Connecting, Measuring, Tracking
. and Tracing (early versions of telemetry;
2. Electricity telematics; M2M; LBS; RTLS; and FAIM [*])

2. Machine is Substitute

. 2. Data Optimization: Data captured
3 Computer at the edge transformed into actionable
and valuable ($) information (modeling;
4. Fusion of technologies descriptive, predictive, and prescriptive
(physical, digital, biological analytics)
including Industry 4.0 = Cyber-

-FFE}’HSS:S' Systems + Internet of 3. Interconnection of Intelligent

Things:
“The grand vision of the Internet of Things

(IoT) is a world of networked
intelligent objects.” (Harvard Berkman

Center); see also the emerging concepts of
"Massive IoT" and "Critical IoT" in the
telecom industry.

Figure 3: 10T in Historical Context?!

[*] Telemetry is the automatic measurement and wireless transmission of data from remote sources; [Vehicle]
telematics refers to the gathering, storing, and transmitting of data about a vehicle(s) for monitoring purposes;
M2M= Machine-to-Machine communications; LBS = Location-Based Service; RTLS = Real-time Locating
System; FAIM = Flexible Automation and Intelligent Manufacturing (note: the annual FAIM conference was
first hosted in 1991 by the University of Limerick, Ireland and has been held uninterruptedly around the world
since then.)

loT technologies have the potential to solve a number of problems for consumers,
businesses, government entities and academic units, at a reasonable cost. Ultimately, the
technologies mu s t have enough A p u leid ouserk/consomers, ardi et vy,
government so that they are adopted and, in the process, foster citizen engagement.

21 Source: Georgia Tech Center for the Development and Application of Internet of Things Technologies
(CDAIT) - based on and adapted from various sources including Paul Kominers (April 1, 2012),
finteroperability Case Study: Internet of Things (IoT),0Berkman Center for Internet and Society, Harvard
University; Brynjolfsson, E., and McAfee, A. (2014), iThe Second Machine Age: Work, Progress, and
Prosperity in a Time of Brilliant Technologies,0New York, NY: WW Norton & Company; Centre for Strategy
and Evaluation Services LLP (CSES) ( 2016) , @A St udy prepared for theuEuropean 4. 0, 0
Parliament's Committee on Industry, Research and Energy (ITRE); Yuval Noah Harari (2016), iHomo Deus:
A Brief History of Tomorrow,0London, U.K.: Harvill Secker; Shwab, K. (2017), firhe Fourth Industrial
Revolution,0New York, NY: Crown Business; Husain, A. (2017), iTthe Sentient Machine: The Coming Age of
Artificial Inteligenc e, 0 New Yor G Anmericks (DeceSber 2017 /R TE ;Progress Leading to
the 5G Massi ve | nAlkgpakwuatG. A ¢t al. THebruary 8048) fSurvey on 5G networks for the
internet of things: communication technologies and challenge s , 6 | EEE Access, Vol ume 6,
Tech Center for the Development and Application of Internet of Things Technologies (CDAIT) Website (n.d.).
About - The Internet of Things, Georgia Institute of Technology.
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As recently argued by international research firm Gartner, ici t i zen engagement
enhancement of services and experience will be criticaltot he success J¢f smart

Prior to gaining customer i b u y, thérenabe additional requirements for market entry that
loT must address, including:

Governance/standards on privacy and security

Solutions to questions on the impact of adoption and data ownership on citizens
Governance to ensure ALL people are able to actively and consciously participate
Commercial implementation readiness of technologies

Universal /interoperable platforms/ systems

Cost-effective solutions

7. Other standards (e.g. networking, data exchange, etc.)

ogkwNPRE

As an example, the recent data breaches at Yahoo (500 million accounts stolen; 3 months
later, 1 billion accounts affected), Equifax (143 million Americans compromised) and Target
(40 million shoppers affected), demonstrate how consumers can be immediately impacted
by hacking. Without the proper standards and system governance in place, it is difficult to
minimize the risk to families and communities from this type of criminal activity.?® These
types of breaches can also have immediate consequences due to both the negative impact
on citizens as well as the impact on corporate valuations. Due to the security breach, Yahoo

22 See SmartCitieswWo r | d ACitizen engagement is key to Smart City
https://smartcitiesworld.net/news/citizen-engagement-is-key-to-smart-city-success-2685

2AThe Biggest Data Breaches Ever, 0 Seth Fiegerman, @SFi
http://money.cnn.com/2017/09/07/technology/business/biggest-breaches-ever/index.html. See also Dennis

Green, Alf you shopped at these 14 stores in the | ast vy
http://www.businessinsider.com/data-breaches-2018-4. Although technically not a hack, Cambridge

Analyticabs harvest between 2013 and 2015 of profile da
usersd permission, is also a vivid exampl ebookdatpr i vacy i

breach wasnét a kgck.alllt. Owa sMaa cwhakied, 2018,
https://www.vox.com/2018/3/20/17138756/facebook-data-breach-cambridge-analytica-explained.
Note: Regarding recent data breaches and perspectives on cybersecurity risks, the Verizon 2018 Data
Breach Investigations Report (11t edition) is available here: https://www.verizonenterprise.com/verizon-
insights-lab/dbir/; the AT&T 2018 Cybersecurity Insights Report (Vol. 7) is available here:
https://www.business.att.com/content/whitepaper/cybersecurity-report/v7/index.html ; the Cisco 2018 Annual
Cybersecurity Report is available here: https://www.cisco.com/c/en/us/products/security/security-
reports.html; the 2018 IBM X-Force Threat Intelligence Index is available here:
https://www.securitymagazine.com/articles/88893-ibm-x-force-report-fewer-records-breached-in-2017, the
report APutting I ndustrial Cyber Security at the Top of
2017 is available here: https://www.honeywellprocess.com/en-US/news-and-events/Pages/pr-12062017-
honeywell-survey-shows-low-adoption-of-industrial-cyber-security-measures.aspx; and the Georgia Tech
Emerging Cyber Threats, Trends and Technologies 2017-18 report is available here:
https://cyber.gatech.edu/threats-reports
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took a direct hit on company value when Verizon

reduced the price of its deal to buy Yahoo by $350
U.S. House of million. 24

Representatives _ L
Resolution 847 We must also be cognizant of possible increases

in societal inequalities, deepening the so-called
Digital Divide. For example, there is a risk of
taking advantage of ill/lunder-informed members
of society. This could be for a variety of reasons:
misunderstanding of the technology and/or

AEXxXpressing
the House of
Representatives about a

national strategy for the data/information sharing, or even an inability to
Internet of Things to utilize the technology. Governments and industry
promote economic growth must work together to create an environment
and consumer where technological innovation can occur while
CRON RN AR NIIBE|  the citizens are protected through regulation and
educaton( i ncluding i mpl ementers
September 12, 2016 In addition to governance standards, technological

standards need to be created and adopted.
Several organizations around the world (some
., _ may have various committees, subcommittees and
fe [I]t is the sense of the working groups associated directly or indirectly to
House of Representatives loT) are developing loT-related standards,

that the United States specifications and test mechanisms such as, but

should develop a national not limited to 3GPP, Alliance for
strategy to encourage the Telecpmmunlcgtlons Industry Solutllons [ATIS],
American National Standards Institute [ANSI],
deveIOpm_ent O_f the Association of Radio Industries and Businesses
Internet of Things in a way [ARIB], Bluetooth Speci al I nterest Gr
that maximizes the CableLabs, China Communications Standards
promise connected Association [CCSA], Dash 7 Alliance, Eclipse loT
technologies hold to (open source), EPC Global, FieldComm Group,
European Telecommunications Standards
empower consumers_,, Institute [ETSI], GSMA, Hypercat Alliance, Institute
foster futurg Seoltelie of Electrical and Electronics Engineers [IEEE],
growth, and improve the International Electrotechnical Commission [IEC],
Nationdbs col |l International Organization for Standardization
wel-kbei ng. o [ISO], International Society of Automation [ISA],
International Telecommunication Union [ITU],
Internet Engineering Task Force [IETF], LoRA
Alliance, National Institute of Standards and Technology [NIST], NEC Forum, oneM2M,
OASIS, Open Connectivity Foundation [OCF], Open Geospatial Consortium [OGC], OMA
SpecWorks, Object Management Group [OMG] [including the Industrial Internet Consortium

24 hitps://techcrunch.com/2017/02/21/verizon-knocks-350m-off-yahoo-sale-after-data-breaches-now-valued-
at-4-48b/
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http://www.3gpp.org/
https://www.atis.org/
https://www.ansi.org/
https://www.arib.or.jp/english/
https://www.bluetooth.com/
https://www.cablelabs.com/
http://www.ccsa.org.cn/english/
http://www.dash7-alliance.org/
https://iot.eclipse.org/
https://iot.eclipse.org/
https://www.gs1.org/epcglobal
https://www.fieldcommgroup.org/
https://www.etsi.org/
https://www.gsma.com/
http://www.hypercat.io/alliance.html
https://iot.ieee.org/
http://www.iec.ch/
https://www.iso.org/
https://www.isa.org/
http://www.itu.int/
https://www.ietf.org/
https://www.lora-alliance.org/
https://www.lora-alliance.org/
https://www.nist.gov/
https://nfc-forum.org/
http://www.onem2m.org/about-onem2m/why-onem2m
https://www.oasis-open.org/standards
https://openconnectivity.org/
http://www.opengeospatial.org/
https://www.omaspecworks.org/
https://www.omaspecworks.org/
https://www.omg.org/
https://techcrunch.com/2017/02/21/verizon-knocks-350m-off-yahoo-sale-after-data-breaches-now-valued-at-4-48b/
https://techcrunch.com/2017/02/21/verizon-knocks-350m-off-yahoo-sale-after-data-breaches-now-valued-at-4-48b/

[IIC], a non-standards forming program of OMG] , Open Alliance for IoT Standard [OCEAN],
Open Connectivity Foundation [OCF], OPC Foundation, Open Group IoT Working Group,
RFID Consortium, Standards Council of Canada (SCC), Telecommunications Industry
Association [TIA], Telecommunications Technology Association [TTA], Telecommunications
Technology Committee [TTC], Thread Group, TMForum, World Wide Web Consortium
[W3C], Weightless SIG, Wi-SUN Alliance, Zigbee Alliance, and Z-Wave Alliance, Note that
open source is rapidly establishing a wide footprint in 10T.25,

Other alliances, associations, fora and similar groups are working on best practices,
protocols and standards on elements of the IoT value chain (see Figure 1 IMAGE above),
e.g., computing, data capture, privacy, security, etc.; or a specific industry (vertical market),
e.g., agriculture, construction (including homes and commercial buildings), education,
energy (including smart grid), environment, finance (including banking and insurance),
lighting, manufacturing, smart cities, transportation, etc.

In parallel, substantial work is underway to identify existing IoT standards and their
associated gaps in order to apprehend more accurately the present 0T standards landscape
and build an overarching loT framework.

Some examples of these efforts are:

f Thel| EEE P 2 Draf3IEEE Standard for an Architectural Framework for the
Internet of Things (loT), initiated by IEEE in 2014, which is designed to propose an
architectural framework supporting cross-domain interaction, system interoperability
and functional compatibility.2®

1 ISO/IEC Joint technical committee (JTC) 1/subcommittee (SC 41), which was created
in 2017, focuses on the Internet of Things and related technologies, including sensor
networks and wearables technologies. ISO/IEC JTC 1 (created in 1987) is a joint
technical committee of the International Organization for Standardization (1ISO) and
the International Electrotechnical Commission (IEC) whose objective is to develop
worldwide Information and Communication Technology (ICT) standards for business
and consumer applications. The Secretariat for ISO/IEC JTC 1/SC 41 is the Korean
Agency for Technology and Standards (KATS).?’

1 The U.S.-based InterNational Committee for Information Technology Standards
through its Internet of Things committee (INCITS/IoT) endeavors among other
objectives to monitor the ongoing loT regulatory, market, business and technology

%Brian Buntz, AOeonpwBogrce | mpolsance, o I nternet
https://www.ioti.com/strategy/open-source-iot-growing-importance-Se e al s

of

Thi

o Stephen Hendrick

Impactof Open Source Software on Developing |l oT Solutions

https://www.rtinsights.com/the-impact-of-open-source-software-on-developing-iot-solutions/ and Jeff Evans
and AlainLouchez, fACould Open Source Be An Engine For
https://www.manufacturing.net/article/2014/03/could-open-source-be-engine-internet-things

The

26 See: https://standards.ieee.org/develop/wg/loT _Architecture.htmland Beyond St aWihaals ds,

Open Source, and Why Is IEEE Involved?0 Ma 'y  2hitps:2b8ybridstandards.ieee.org/general-
news/open-source-ieee-involved/
27 See https://www.iso.org/committee/6483279.html
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http://www.iotocean.org/about/
https://openconnectivity.org/
https://opcfoundation.org/about/what-is-opc/
http://www.opengroup.org/getinvolved/workgroups/iot
http://www.rfidlicensing.com/
https://www.scc.ca/en/news-events/news/2016/balancing-innovation-and-consumer-protection-internet-things
https://www.tiaonline.org/
https://www.tta.or.kr/English/
http://www.ttc.or.jp/e/
https://www.threadgroup.org/
https://www.tmforum.org/
https://www.w3.org/
http://www.weightless.org/
https://www.wi-sun.org/
http://www.zigbee.org/
https://z-wavealliance.org/
https://www.ioti.com/strategy/open-source-iot-growing-importance
https://www.rtinsights.com/the-impact-of-open-source-software-on-developing-iot-solutions/
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https://www.iso.org/committee/6483279.html

requirements. INCITS/IoT addresses standardization in the areas assigned to
ISO/IEC JTC 1 SC 41. INCITS / SG-I o T iéstsorgdnizational meeting was held on
February 27, 2013.28

1 The International Telecommunication Union (ITU) Study Group (SG) 20?° Internet of
Things (10T) and smar't Cc i tsiwerls on dom dnd 8@RAMU N i t |
roadmap. ITU SG 20 was created by the Telecommunication Standardization
Advisory Group (TSAG) at its meeting at ITU Headquarters in Geneva, June 2-5,

2015.

1 In May 2016, the U.S. National Institute of Standards and Technology (NIST)
published its 0F-Pgscel Bystenksi Ret e@€gbed. 00, f ol |l
publication in February 2016 of th e ACurrent Standar ds Land
Manuf act ur i n dNISTSyess Eyimes-physical systems (CPS) as smart
systems that include engineered interacting networks of physical and computational
components and points out that in addition to CPS, there are many words and
phrases (Industrial Internet, Internet of Things (IoT), machine-to-machine (M2M),
smart cities, and others) that describe similar or related systems and concepts.3°

1 InJune 2017, the IoT European Research Cluster (IERC) published the eighth edition
of the Cluster book "Cognitive Hyperconnected Digital Transformation - Internet of
Things Intelligence Evolution". Chapter 6
Landscapei Stateofthe Art-Anal ysi s and Evolutiond and in
in loT standardization.3!

f TheEuropean Unionés Al Il i ance tidndMOTI) Wdrking n e t o]
Group 37 See one of their most recent publications as of this writing related to 10T
standar ds gaps: AHI gh Priority |l oT Standa

[ Standards Developing Organi Zandithe nesyjwelldo Ver ¢
documented Al oT LSP [Large Scale Pilot] St
2.80, Febr &#ary 8, 2017.

28 See http://www.incits.org/committees/internet-of-thingsand Chuck Adams, Convenor, ialon
Group I nternet of Things, o | NCI TS PliInemaiang Cormifteefot , Apr i |
Information Technology Standards (INCITS) is an ANSI-accredited standards developing organization and
the U.S. Technical Advisory Group (TAG) Administrator of ISO/IEC JTC 1.
29 See website here: https://www.itu.int/en/ITU-T/studygroups/2017-2020/20/Pages/default.aspx
30 The CPS framework is available here https://s3.amazonaws.com/nist-
sgcps/cpspwa/files/pwgalobal/CPS PWG Framework for Cyber Physical Systems Release 1 OFinal.pdf
The smart manufacturing systems landscape is available here: Y. Lu, K. Morris, and S. Frechette, A Cur r e n't
standards landscape forsmartmanuf act ur i ng s ynstitute of Standlards and Teohnadoby,
NISTIR vol. 8107, February 2016, available at https://nvipubs.nist.gov/nistpubs/ir/2016/NIST.IR.8107.pdf
31 The IERC - loT European Research Cluster - European Research Cluster on the Internet of Things is bringing
together EU-funded projects with the aim of defining a common vision and the 10T technology and development
research challenges at the European level in the view of global development. The book is available at
http://www.internet-of-things-research.eu/pdf/
Coagnitive Hyperconnected Digital Transformation IERC 2017 Cluster eBook 978-87-93609-10-5 P_Web.pdf
32 Available at https://aioti.eu/wp-content/uploads/2018/05/AIOTI-WG3_High_Priority Gaps v1.0 final.pdf
33 Available at https://aioti.eu/wp-content/uploads/2017/06/AIOTI-WG3_sdos_alliances landscape -
iot Isp_standard framework concepts - release 2 v8.pdf
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https://nvlpubs.nist.gov/nistpubs/ir/2016/NIST.IR.8107.pdf
http://www.internet-of-things-research.eu/pdf/Cognitive_Hyperconnected_Digital_Transformation_IERC_2017_Cluster_eBook_978-87-93609-10-5_P_Web.pdf
http://www.internet-of-things-research.eu/pdf/Cognitive_Hyperconnected_Digital_Transformation_IERC_2017_Cluster_eBook_978-87-93609-10-5_P_Web.pdf
https://aioti.eu/wp-content/uploads/2018/05/AIOTI-WG3_High_Priority_Gaps_v1.0_final.pdf
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1 InMarch 2018, the German Standardization Council Industrie 4.0 (SCI 4.0) published
a report on the German Standardization Roadmap, Industry 4.0, Version 3, which
provides an insightful picture on various international standardization efforts related
towhat i s knownr iaasl tlhret éirl.bhedtu saf Thi ngso
! The European Union 6 s HUNIFXY0oT Project®ist he fwor ki nfthe partn
Alliance for Internet of Things Innovation (AIOTI) and the Internet of Things European
Research Cluster (IERC) by coordinating and supporting the activities on innovation
ecosystems, 10T standardization, Policy Issues, Research and Innovation.
Incidentally, the Georgia Tech Center for the Development and Application of Internet of
Things Technologies (CDAIT) has a Standards and Management Working Group dedicated
to analyzing key loT-related standards efforts in relation to how they will interact with each
other; affect the implementation of IoT solutions; and, eventually, impact business
performance.3®
1.3 PAPER OBJECTIVES
In order to address loT and its rapidly growing set of innovations, this paper applies four
critical questions to four use cases with Smart Cities as a representative 10T vertical market
(thecaseinpoi nt 0)
The questions are:
1. What are the opportunities for, and limits of, Smart Cities and connected
users/communities?
2. What are the data ownership and security issues, and how will they be addressed?
3. What will |l oT business models |l ook? | i ke and
4. What possible roadmaps can lead to the IoT revolution becoming the loT of the
future?
The five key use cases are:
1. Municipal Services Management: Effective interaction with the citizens
2. Utilities: Water, waste, smart electric grid.
3. Public Safety: Public care, safe city, amenity services (fire, police)
4. Transportation: Traffic, lighting, parking, safety.
5. Healthcare: Hospitals, home care, emergency services
¥l n April 2016, the @St anddSChiOpwad co-foumdeCloythe German | ndust ri e

Association for Information Technology, Telecommunications and New Media (Bitkom), German Institute for

Standar

dization (DIN), German Commission for Electrical, Electronic & Information Technologies (DKE),

German Engineering Federation (VDMA) and Central Association of the Electrical Engineering and
Electronics Industry (ZVEI). The report is available at
https://www.din.de/blob/65354/57218767bd6dal1927b181b9f2a0d5b39/roadmap-i4-0-e-data.pdf

HBSee

March 23, 2018 report distahdtae dop & nti@meevolivk : Pl at f o
iot.eu/wp-content/uploads/2018/04/D05 02 WP05 H2020 UNIFY-IoT Final.pdf

36 At the time of this writing: Robert Kamp (Intel) i chair, Daniel Walton (Cisco) i vice chair, and Bill Eason
(Georgia Tech).
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2 QUESTION 1: SMART CITIES OPPORTUNITIES AND LIMITS

WHAT ARE THE OPPORTUNITIES FOR, AND LIMITS OF, SMART CITIES AND
CONNECTED USERS/COMMUNITIES?

2.1 INTRODUCTION

The rapidly accelerating degree of access to information and services made possible by
digital technology and Internet of Things (IoT) connectivity has promising potential for
generating economic and social benefits, but it also raises some significant issues that need
to be resolved as 10T systems are designed and deployed.

This includes addressable issues that are relatively straightforward (regulatory
requirements, adoption-relatedissues, et c. ) as wel | a susdisbenagiospi ct ut
that can drive development and implementation approaches. Much of the initial focus has
been on the supply side T the technology involved in the implementation i and less on the
needs and concerns of the ultimate beneficiaries of adoptioni the human end users, citizens
of the city. This is one of the key areas that is most in need of innovative non-linear thinking.

0T has been referred to variously as a platform (in terms of software that bridges devices,
sensors and data networks, e.g. platform as a service), infrastructure (the hardware,
routers, fiber and internet protocols that provide the substrate that 10T rests on), ecosystem
(broadly speaking, the objects and devices that allow users to connect to and use IoT,
including applications, dashboards, analytics, networks, and industries that participate in the
development and support of 10T), or framework (typically in reference to the policy and
regulatory structures that impact 10T).3” Given the preceding, a more nuanced approach to
loT design and deployment is called for i a design and implementation strategy that includes
system considerations such as privacy, security, data ownership, technology integration,
and universal (inclusive) design.

lIoT has the potential to go beyond connecting individuals with their work, home, and other
environmentsand,as ci ti es mor ph ,can supporfieBployment, c@nmunitye s 0
participation, and enhanced quality of life.

fSmartCityd def i ni ti ons v aggbsewatidns froyn the Hebreary 2048 drafd wi n
from the National Institute of Standards and Technology (NIST) (at the U.S. Department of
Commerce) and its partnersin A A Consensus Shart&itpAwohkt ot ur eso
a sound starting point:

A T KSenart City can be defined as the integration of data and digital technologies into
a strategic approach to sustainability, citizen well-being and economic development
[Source: Urban Tide and Scottish Government, 2014]. A Smart City inspires the vision

37 Consumer Technology Association (CTA). (2016). INTERNET OF THINGS: A Framework for the Next
Administration. November 2016. Washington D.C.: Consumer Technology Association
https://www.cta.tech/cta/media/policylmages/policyPDFs/CTA-Internet-of-Things-A-Framework-for-the-Next-
Administration.pdf
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of a space where key components of infrastructure and services environmental,
emergency response, traffic and energy management to name a few are integrated in
such a way that features and applications can easily be combined with whatever
capability existed before [Source: Taewoo Nam and Theresa A. Pardo, 2011].
Achieving that vision requires moving beyond many current implementations in which
the degree of integration of core subsystems within Smart Cities is often limited by
patchworks of legacy and fixedsolut i ons connected by® cus

2.2 |O0T STAKEHOLDERS

loT implementation in Smart Cities benefits different stakeholders in different ways 1 a wide
range of end users encompassing citizens, visitors, and those merely passing through the
physical envelope of the city.

Ultimately, loT-facilitated benefits must be perceived to be of value to the end-user
stakeholder, but a second key stakeholder is the institutional adopteri the municipality,
governmental and organizational decision maker. These decision makers are tasked with
articulating and implementing an IoT strategy based on the needs of the citizens, an
understanding of parameters of city operations, and the allocation of public funds to pay for
loT deployment. A third major stakeholder group encompasses private and industry interests
I these range from businesses operating within the city, to technology and system vendors
(for 10T), to the information carriers (the wireless and technological providers that make IoT
operational). Regardless of the specifics of an IoT infrastructure, system design needs to
address the key objectives of enhanced living experience and time savings, reduced
demand on transportation infrastructure, a more-informed citizenry, and, with the enhanced
information made possible by I0T, better decision making by governments.

With an eye toward increasing the utility of 10T for end users, other aspects that need to be
considered are the accessibility and usability of these technologies, which can increase
participation for a great number of users. This is a typically overlooked design component
and one that designers and developers of Smart City-connected applications, devices, and
technologies could facilitate by obtaining input from a wide range of users, especially those
who could potentially benefit the most from 10T technologies: people with disabilities, the
aging, minorities/underrepresented groups, and other underserved populations. To date,
there has been much research seeking to understand the relationship between disability
status and information and communication technologies (ICT), while exploring policies that
may help bridge the digital gap between people with disabilities and the rest of the

38 See Internet-of-Things Enabled Smart City Framework (a.k.a. IES-City Framework), released by the
National Institute of Standards and Technology (NIST) on February 8, 2018, p. 1
https://s3.amazonaws.com/nist-sgcps/smartcityframework/files/ies-city framework/IES-
CityFrameworkdraft 20180207.pdf - The written statement of Dr. Jennifer Clark, Director of the Georgia
Tech Center for Urban Innovation (https://urbaninnovation.gatech.edu/), which accompanied her testimony
before the U.S. Congress on March 16, 2017, provides useful perspectives on the Smart City concept i see
http://docs.house.gov/meetings/IF/IF17/20170316/105710/HHRG-115-IF17-Wstate-ClarkJ-20170316.pdf
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population®4%, The insights generated from loT data streams could profoundly enhance the
advancement of that knowledge.

Int he rush to build the 0 Btheatechnoldge mustCeflenbect ed
enough to serve the needs of various users or run the risk of leaving behind some of the

most vulnerable members of society. Inclusive I0T bridges the many aspects of a connected

society by integrating design thinking and policy development approaches to better match

technology to citizen needs and determine how best to design appropriate measures to

bridge technological gaps.

Torontods Chief Digital Transformation Officer
challenges this way:

Alf Smart City 1.0 was ab @.0isabbutthe sbcalcahdn ol ogy
economic pefspectives. 0

2.3 DEPLOYMENT CONSIDERATIONS, OPPORTUNITIES, AND LIMITS

The opportunities and benefits of 10T detailed above (and relatively well discussed in the
academic and trade literature) include issues of accessibility, usability, total cost of
ownership (including cost of implementation as well as cost of operation and maintenance),
data collection and processing, sustainability, and training for users. From a design
standpoint, possible barriers to adoption such as security and privacy, regulatory
constraints, and user friendliness, among others must be taken into account. They can have
significant impact on the value proposition that municipalities review.

Not surprisingly, an examination of 10T deployments in US cities does not really result in a
set of over al | athernevsliand efiedtive epplicationd af kT within specific
use cases. A significant problem, though also an opportunity for innovative design, is that
many of the U.S. cases are pilot projects, specialized uses or based on the specifics of a
vendor-centric |0T platform and technologies.

Fortunately, there is a wide swath of organizations and initiatives around the world that
shape best practices and standards, and identify lessons learned for the benefit of Smart
City stakeholders. A few examples are given here without any order of priority: Alliance for
Telecommunications Industry Solutions (ATIS) [Smart Cities Technology Roadmap], Smart
Cities Council, AIOTI Working Group 08 on Smart Cities, IEEE Smart Cities, IEEE 2413.1-

39 Goggin, G., & Newell, C. (2003). Digital disability: The social construction of disability in new media:

Rowman & Littlefield.

40 Gunn, A., & Mintrom, M. (2016). Higher Education Policy Change in Europe: Academic Research Funding

and the Impact Agenda. European Education, 48(4), 241-257.

“4l'n Andy Caham, fASmart Cities Are About Hel pnenMpy Peopl e,
9, 2018, http://www.digitalistmag.com/improving-lives/2018/05/09/smatrt-cities-are-about-helping-people-
civic-leaders-agree-06164054. In the same article, Caham concludesi Whi | e smart cities migh
been about simply making things more efficient or intro
Using technology to tackle the biggest social and economic challenges faced by cities around the world. To

echo the sentiment at the Smart Cities Forum, a city is
giving them all opportunities to succeed in the digital
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Standard for a Reference Architecture for Smart City (RASC), the International Secure
Smart and Resilient Cities Initiative (SSCI), International Telecommunication Union (ITU)
SG 20, the Wo r ¢ Smart Cities Organizations (WSCO), World Smart City [ISO, IEC, ITU],
U.S. National Institute of Standards and Technology (NIST) Smart Cities Framework, U.S.
Department of Transportation Smart City Challenge, 100 Resilient Cities, Future Cities
Catapult (UK), ANSI Network on Smart and Sustainable Cities (ANSSC), Cities Alliance,
Global Future City Alliance (GECA), Open & Agile Smart Cities (OASC), Georgia Smart
Communities Challenge, etc.

It is noteworthy that under the State of Modern Application, Research, and Trends of loT Act

( ASMARTActd o T[ H. Rurrén@y3uider consideration in the U.S. Congress [see

section 5.2 below] the Secretary of Commerce would develop and conduct a study
containing fAa description of the ways entities:s
theuse ofinternet-c onnected devices. 0

2.4 UseE CASES

2.4.1 Municipa | Services Management

Effective Interaction with the Citizens

The U.S. Code of Federal Regulations defines municipal services as follows (in a specific
context, i.e., payments for municipal services in atomic energy communities):

AThtterm Amawyipei psadr vi ceso includes service
municipality and usually paid for by taxes. Examples of municipal-type services are

police protection, fire protection, public recreational facilities, public libraries, public

schools, public health, public welfare, and the maintenance of roads and streets. The

term shall include sewage and refuse disposal which are maintained out of revenues

derived from a general charge for municipal-type services; however, the term shall

not include sewage and refuse disposal if a separate charge for such services is

mad é&. o

However, there is no consensus on what municipal services are (or should be):

AfLocal authorities differ bet ween countries
autonomyandobj ec® i ve. 0

Whilewe | ook at speyxpdicerivmumda d piah dcectioasjwe i n t
examine here the side of the local administration that relates to its overarching catalytic role
in promoting economic and social growth via efficient service delivery and effective citizen
interaction in partnerships with the private sector and other alliances. Through this role, the

42 26 CFR 1.164-8 - Payments for municipal services in atomic energy communities
https://www.gpo.gov/fdsys/pka/CFR-1998-title26-vol2/xmI/CFR-1998-title26-vol2-sec1-164-8.xml
43 InternationalLa bour Organi zation (I LO), &ndPrieatizatiorpoa Municiggf Decent r
Services, 0-19020@lpber 15
http://www.ilo.org/public/english/standards/relm/gb/docs/gb283/pdf/immsr.pdf
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http://wsco-online.com/category/themes/iot/
https://www.worldsmartcity.org/
https://pages.nist.gov/smartcitiesarchitecture/
https://www.transportation.gov/smartcity
https://www.100resilientcities.org/
https://futurecities.catapult.org.uk/
https://futurecities.catapult.org.uk/
https://www.ansi.org/standards_activities/standards_boards_panels/anssc/overview
http://www.citiesalliance.org/about-cities-alliance
http://www.gfcia.org/
http://oascities.org/
http://smartcities.gatech.edu/georgia-smart
http://smartcities.gatech.edu/georgia-smart
https://www.gpo.gov/fdsys/pkg/CFR-1998-title26-vol2/xml/CFR-1998-title26-vol2-sec1-164-8.xml
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city is an enabler, i.e., a crucible for business and technological innovation at the service of
its citizens.

A number of analysts foresee a growing population, as well as a trending toward
urbanization, that poses significant environmental and societal concerns. To manage these
concerns, municipal decision-makers are attempting to leverage the Smart City concept with
collaboration between external actors as a means to maintain the prepossessed living
standard in the city.

In a 2017 paper, Pierce and Andersson, researchers at Lund University in Sweden,
developed a framework 4 based on existing literature centered on the predominant
challenges in Smart City initiatives. They tested its validity via interviews with municipal
decision-makers in mid-sized European cities, i.e., between 100,000 and 600,000 citizens.
The results show that municipal decision-makers are mainly concerned with the challenges
of non-technical issues such as collaboration, economics, governance and awareness of
technology i however, @ s ur p secusty isingtlalways perceived as a challenge.

Recognizing this gap, a number of municipal and local government-related groups (e.g.
Internal City Management Association (ICMA), National Association of Counties (NaCo))
have indicated that security issues should be of critical importance. In fact, the National
Association of Regional Councils (NARC) noted:

fi @ ensure that local governments are able to use computer technology safely and
securely, these organizations will need to prioritize security concerns. Strengthening
security systems and implementing security best practices in conjunction with new
information technology is a crucial step for local governments seeking to take
advantage of computer technology, while at the same time protecting the integrity of
their systems. Security best practices, as reported by ICMA, include monitoring
networks for suspicious activity, creating incident response plans in advance, and
installing effect®ve antivirus software. o

44 Pierce,P., & Ander sson, B. (Chiallengesawitly SmarOCitiés)injtiativiesi A municipal decision

maker s06 p ePraceedings df thesb0tlh Hawaii International Conference on System Sciences.
http://scholarspace.manoa.hawaii.edu/handle/10125/41495. The authors describe their initial framework as

foll ows: ibased iemwotmajer arkas sudacea that was lalreled as non-technical

challenges and technical challenges. In the non-technical subset, the following aspects belong: collaboration,

financial, governance, contextual and political. In the technical subset following aspects belong: privacy,
security and interoperabilty. 6 Fol |l owing their findings, thetgchnicalvi sited
challenges, contextual and political were replaced by awareness; and in the technical subset, security was

removed. The surprising lack of concern for security needs to be compared with some of the findings of the

2017 Pew Research Center canvassing studyonloT:iDespi t e wi de concern about <cyb
and privacy violations, most experts believe the Internet of Things will continue to expand successfully the

next few years, tying machines to machines and linking people to valuable resources, services and

opportulngd iRasi,m e and Jhkenntemet & hingsrCenmattjvity Binge: What Are the

Implications?0  J u n @7 [6tp://w&w.pewinternet.org/2017/06/06/the-internet-of-things-connectivity-binge-
what-are-the-implications/

“NARC (2015) nbDigital Woes: The Challenges .0othat Local G

http://narc.org/wp-content/uploads/Blog Local-Government-IT 2015.pdf
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In addition to productivity gains focused on effectiveness and efficiency, municipalities can
harness loT technologies, including data collection and analysis, to facilitate (secure) citizen
experiences.

Devising novel ways of providing interfaces for citizens and other users of city services with
secure® backend connectivity and big data analytics that safeguard privacy is an absolute
necessity.

2.4.2 Utilities

Water, Waste, Smart Electric Grid

A key characteristic of I0T is that it can provide linkage of the physical world to the internet.
The extant model of utilities operation has been based on now-aging electromechanical
systems that tended to be designed based on the need to anticipate a wide range of possible
conditions, and hence are fairly immutable once in place. System operation was primarily
manual and relatively labor intensive.

loT offers utilities real-time feedback capabilities to better understand the customer needs
and perform adjustments to improve the level of service. With appropriately designed IoT,
and applicably designed systems, utility networks can be made more secure, reliable,
resilient, and sustainable. Given the complexity of maintaining loT systems with so many
discreet components, challenges to deployment include sensing and sensor placement,
power management, cyber security, system integration and interoperability, and wireless
and cloud connectivity.4’

In the face of ever-changing and evolving technologies, planning for municipal loT
implementation could benefit from an integrative perspective where collaborative public-
private engagement is at the center of all IoT deployment plans and technologies. Public-
private-academic partnerships could be sought for mutually beneficial sustainability
outcomes; and privacy, security, and interoperability concerns are balanced with trust and
reliability. Further, technologies, data, and insights are shared across sectors and with the
public, to the extent advisable for confidentiality reasons and security concerns.*® Utilities
must do more than just enhance efficiencyd they must also be adaptable/reconfigurable to
address frequent and severe weather events; physical security threats; competitive retail

46 Anorigi nal perspective on the City of Atlantaébés 2018 secu
Professor |l an Bogost in fiOne of the Biggest and-AMost Bo
recent ransomware attack on iAtrluprntiavGes ddamhp wstoeror dy Ntaeg s 0
28, 2018, https://www.theatlantic.com/technology/archive/2018/03/atlantas-boring-ransomware-
attack/556673/
47 Bedi, G., Venayagamoorthy, G. K., & Singh, R. (2016). Navigating the challenges of Internet of Things
(IoT) for power and energy systems. In Power Systems Conference (PSC), 2016 Clemson University (pp. 1-
5). IEEE https://ieeexplore.ieee.org/document/7462853/
48 Nonnecke, B. M., Bruch, M., & Crittenden, C. (2016). 10T & Sustainability: Practice, Policy and Promise.
Center for Information Technology Research in the Interest of Society & the Banatao Institute, University of
California. http://citris-uc.org/wp-content/uploads/2016/07/CITRIS loT-and-Sustainability-White-Paper.pdf
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markets; electric vehicles; the emergence of distributed, nonutility energy generation,
storage, and management systems; and the advent of microgrids.4°

Deployment of smart, connected sensors, and intelligent integrative systems based on
streams of sensor-collected data, can provide the backend of more efficient, responsive
systems. More broadly, 10T can use data and sensors to bridge a gap between urban
infrastructure and smart buildings with tremendous efficiency as well as management
impacts. These data applications can also extend into relatively traditional, labor-intensive
applications such as waste management and disposal.5° 52

As an example, the smart grid network infrastructure deployed by an electric utility is one
that can be shared with the municipality for traffic, street lighting, and parking. This can be
achieved by extending the smart grid network infrastructure rather than investing in an
alternative duplicative network infrastructure. To aid these economies of deployment,
regulatory bodies and policies could create a framework that promotes the collaboration
between the organizations. The consequential ROI benefits could be passed back to society
for further improving the public/social infrastructure.

One current example of IoT usage for utilities includes Berkeley County (S.C.), which
deployed sensors and automated reading capabilities to remotely monitor water meters.
This resulted in labor-saving efficiencies in terms of managing staff, but of greater strategic
value was the ability to get insights into water usage patterns and better allocate resources,
as well as the ability to notify customers and service personnel about service leaks.%?

2.4.3 Public Safet y

Public Care, Safe City, Amenity Services (Fire, Police)

This use case can be developed along several dimensions depending on the end
application. A key consideration in designing and implementing these (public safety)
services is that cities are building a system of systems (SoS), composed of large
heterogeneous and independent systems that leverage emergent behavior from their

49 Collier, S. E. (2015). Smart Grid Apps Must Work Together to Work at All. Natural Gas & Electricity, 32(1),
25-28 https://onlinelibrary.wiley.com/doi/full/10.1002/gas.21847
50 Anagnostopoulos, T., Zaslavsky, A., & Medvedev, A. (2015, April). Robust waste collection exploiting cost
efficiency of 10T potentiality in Smart Cities. In Recent Advances in Internet of Things (RIoT), 2015
International Conference on (pp. 1-6). IEEE
https://www.computer.org/csdl/proceedings/riot/2015/8325/00/07104901 -abs.html|
51 Kale, P. P., Salunkhe, S. R., Dhole, S. B., & Bansode, V. V. (May 2017). Analysis on Smart Waste
Management System for Smart Cities using loT. International Research Journal of Engineering and
Technology (IRJET), 4(05) https://www.scribd.com/document/360036854/Analysis-on-Smart-Waste-
Management-System-for-Smart-Cities-using-l1oT
52Sensus Case Study
http://na.smatrtcitiescouncil.com/system/tdf/main/public_resources/Berkeley%20County%20Case%20Study Fina
|_0.pdf?file=1&type=node&id=4087
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interaction. Specialized engineering and design focus on the needs of vulnerable
populations is required to build a robust system of systems.>3

The development of the FirstNet infrastructure provides a connected infrastructure that can
be used to support 10T devices. Aside from the ability of 10T to provide robust network
services, sensors and devices specifically at the individual level offer promising potential.
Public safety responders equipped with IoT-based devices will be able to use data flowing
between on-site responders and command centers to generate information about an event
scene or intervention status and provide information-based support for critical decisions.>*
Such devices can serve several purposes: providing location-based information on first
responders and allowing better decision-making, as well as alerting functions and
information that can advise first responders.

Additional novel uses include wearable sensors for vulnerable populations combined with
support software that allows first responders to be aware of the existence and needs of
people with disabilities and the elderly. It could also serve as potential communication
assistance with language barriers.>® Privacy is a key concern since this sort of data collection
could inadvertently reveal characteristics that individuals would prefer kept private.

2.4.4 Transportation

Traffic, Lighting, Parking, Safety

Much of the 10T work related to this use case involves deployment of sensors to collect data
to provide better control and management of resources in complex systems.

San Diego, CA has started using cameras built into connected streetlights to monitor
pedestrian traffic and reroute cars during peak hours to avoid pedestrian accidents and
alleviate congestion, and it has deployed an intelligent network citywide in an effort to
optimize traffic and parking, and facilitate better energy management®®.

53 fVulnerable populations include the economically disadvantaged, racial and ethnic minorities, the
uninsured, low-income children, the elderly, the homeless, those with human immunodeficiency virus (HIV),
and thosewithother chroni c health condit i onTBheAnericanlJouthalofg sever e
Managed Care, fAVulnerable Populations: Who Are They?, N
http://www.ajmc.com/journals/supplement/2006/2006-11-vol12-n13suppl/nov06-2390ps348-s352. Public
safety and emergency alert technological issues are addressed in papers available at the digital library of the
Strategic Engineering Institute at Carnegie Mellon University _https://resources.sei.cmu.edu/library/
54 Butun, I., Erol-Kantarci, M., Kantarci, B., & Song, H. (2016). Cloud-centric multi-level authentication as a
service for secure public safety device networks. IEEE Communications Magazine, 54(4), 47-53
https://ieeexplore.ieee.org/document/7452265/
5 WirelessRERC. (2017). AAccessibility, Uand Wiielbssly Gonnectketh d t he D
Devi ces0o (Resed®Xch Brief #17
http://www.wirelessrerc.gatech.edu/sites/default/files/publications/research _brief accessibility usability and

the design_of wearables and wirelessly connected devices 0.pdf
%Sameer Sharma, fASmart City Era Promises Bitgbldgmpr ovemen
June 19, 2018 https://blogs.intel.com/iot/2018/06/19/smart-city-era-promises-big-improvement-for-urban-

ecosystems/
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San Antonio, TX has implemented use of streetlights that are adjusted in stormy weather to
improve visibility and reduce accidents.

Another example is a partnership between Georgia Power and the City of Atlanta, GA to test
deployment of a new IoT sensor platform for cities, which includes installation of 1,000
wirelessly controlled LED lights. As part of the Smart Cities pilot, the companies will test
these intelligent technologies to help the city make improvements in three key focus areas:
mobility (reduced traffic congestion), public safety (improved response time) and the
environment (reduced emissions).

More broadly, researchers in Chicago, IL (the Urban Center for Computation and Data of
the Computation Institute, a joint initiative of Argonne National Laboratory and the University
of Chicago) hAaveysetf uphitnhges Of ur ban sensing pro
modular sensor boxes that will be installed around Chicago to collect real-time data on the
citydéds environment , i nreseasch andpublituse. e, and acti vi

2.4.5 Healthcare

Hospitals, Home Care, Emergency Services

Internet of Things technologies will improve the operational efficiency of hospitals and
other healthcare facilities and, through telehealth, telemedicine and telecare, enable
healthcare providers to optimize the use of their resources. I0T will also change the lives of
people with disabilities and senior citizens by giving them access to direct assistance and
support, thereby fostering their independence.

The U.S. Federal Communications Commission (FCC) observes that advances in
information and communications technologies will allow medical professionals and other
"health and care" providers to offer robust, remote (from their location to another),
interactive services to patients and caregivers, and provides the following definitions:%’

ATel e me d-iTelemedicihe can be defined as using telecommunications
technologies to support the delivery of all kinds of medical, diagnostic and
treatment-related services usually by doctors. For example, this includes conducting
diagnostic tests, closely monitoring a patient's progress after treatment or therapy
and facilitating access to specialists that are not located in the same place as the
patient.

Telehealth? - Telehealth is similar to telemedicine but includes a wider variety of
remote healthcare services beyond the doctor-patient relationship. It often involves
services provided by nurses, pharmacists or social workers, for example, who help
with patient health education, social support and medication adherence, and
troubleshooting health issues for patients and their caregivers.

57 FCC website, fiTel ehealt h, Tel emedi cine and Telecar e: What ' s
https://www.fcc.gov/general/telehealth-telemedicine-and-telecare-whats-what
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Telecare? - Telecare generally refers to technology that allows consumers to stay

safe and independent in their own homes. For example, telecare may include
consumer-oriented health and fitness apps, sensors and tools that connect

consumers with family members or other caregivers, exercise tracking tools, digital

medi cation reminder systems or early warnin

In summary, according to GSMA:

AThe dense population of <cities stresses the
speed up the spread of disease. The I0T can improve the monitoring of the health of

a cityods population whilst givingtheemer gency
response times to emergencies. New solutions can help reduce overcrowding in

hospitals and healthcare institutions, and improve the lifestyle of people with

disabilities and chronic diseases. Furthermore, health providers and city managers

are looking for ways to improve preventative measures such as cleanliness and

reduce costs and enhance efficien®y of an i

2.5 CONCLUSIONS AND NEXT STEPS

Given the resources required to conceptualize, design and develop IoT for use in Smart
Cities, many of the current projects tend to focus on technology-centric, specialized use
cases. One benefit of a so-called fbig pictureo approach is that it captures specific, data-
driven solutions with the social, economic, policy and contextual perspectives which can
often be overl ooked when municipalities are #fi

An effective way to ensure inclusive projects actually meet the needs of citizens would be to
obtain ongoing public input in a way that is equivalent to fdesign charrettes®®. This could be
done both online and in-person and would involve end users exploring the range of options
and outcomes that could be expected from the implementation of large scale, municipal
social/physical loT infrastructure projects. Examples include collaborative modeling
exercises®?, framework foresight®, and collaborative policy design.6?

Additionally, in order to achieve a higher ROI, various city functions as well as interest
organizations (e.g. municipal services, utilities, transportation, etc.) that come under the

58 GSMA, iSmar t Cihttps:énsvw.dbeadorh/ibt/sndart-cities-resources/smart-cities-health/
%M charette ( prroentodu)nciesd afinms hiurht ense peri od ouchadesi gn act
architecture, landscape architecture, industrial design, interior design and graphic design, the term charette
may refer to an intense period of work by one person or a group of people prior to a deadline. The period of a
charette typically involvesa f ocused and sSSwatraiene AAsehfl fegr tBl@nd, fAWhat i
Charette, 0, Thitgsv/icavos.coWeldsignichaestte/
60 Turoff, M., Bafiuls, V. A., Plotnick, L., Hiltz, S. R., & de la Huerga, M. R. (2016). A collaborative dynamic
scenario model for the interaction of critical infrastructures. Futures, 84, 23-42
https://www.infona.pl/resource/bwmetal.element.elsevier-5d121c6e-854a-3dc7-8c97-ad65b58ee850
61 Hines, A. & Bishop, P. C. (2013). Framework foresight: Exploring futures the Houston way. Futures, 51,
31-49 http://www.andyhinesight.com/wp-content/uploads/2016/03/93-Framework-Foresight.pdf
62 Gandy, M., Baker, P. M., & Zeagler, C. (2017). Imagining futures: A collaborative policy/device design for
wearable computing. Futures, 87, 106-121 https://www.infona.pl/resource/bwmetal.element.elsevier-
922f5cd0-efa9-3849-a0a6-3196b0ef9af9
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Smart City umbrella should collaborate to invest in a shared network canopy and enterprise
infrastructure wherever possible. This could include, for instance: developing a consolidated
plan for investment in network and enterprise infrastructure(s) with a combined ROI model;
or a cost-sharing model (capex, deployment costs, operations & maintenance costs).

Wit hsysemdf systemso perspective, a Smart City?o:
supporting many functions and internal members with various bandwidth and quality of

service requirements; enterprise cloud service sharing; and smart data exchange for near

real-time data analytics.

Addressing policy impact after the fact, rather than as projects are being rationalized and
developed, runs the risk of generating unanticipated consequences, including costly failure
situations, which could doom future innovations before they leave the drawing board.

Engagement from all citizens, especially those most vulnerable is critical:

A R-mcorporating the voices of ordinary citizens i including the poor ones, the

inhabitants of the slums of the Global South, and other technologically marginal or

even subaltern subjects T means finding a credible way of imagining a nexus between
citizens and wurban technologies that is tri
wi shes an®%® hopes. 0

As noted in a Demos Hel sinki reportte,c hinHe glynt e
about society.0%

83Vanol o, A. IgtHz@ angbpdy oulithere? The place androleofcitizens i n tomorrowds Sma
Ci t iFateres,d2, 26-36 https://www.sciencedirect.com/science/article/pii/S0016328716300301

64 http://www.demoshelsinki.fi/len/2015/11/12/the-internet-of-things-is-not-about-technology-its-about-society/
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3

QUESTION 2: DATA OWNERSHIP AND IOT SECURITY

3.1

WHAT ARE THE DATA OWNERSHIP AND SECURITY ISSUES, AND HOW WILL THEY
BE ADDRESSED?

INTRODUCTION

In 1933, the Tennessee Valley Authority (TVA) was created to modernize very poor regions
by building dams and reservoirs that generated electricity to power the growth of an entire
region. In addition to creating a reliable source of energy, the massive infrastructure overhaul
enabled the scientific, technological, and manufacturing advancements created through Oak
Ridge National Labs, the Manhattan Project, and Alcoa that contributed to broader national
security and economic interests. Accomplishing this feat required the TVA to work with
multiple federal agencies, universities, state governments, and private industries.

While the collaborative efforts of TVA are notable, regions now face a similar societal shift
as they seek to modernize infrastructure and evolve from disparate municipal organizations
into connected Smart Cities. These transformations also have societal impacts with respect
to privacy and secure communications as noted by the 1973 U.S. Secretary of Health,
Education, and Welfare privacy report (HEW Report):

AAn agrarian, frontier society undoubt
a modern urban society, and a small rural town today still permits less than a big city.
The poet, the novelist, and the social scientist tell us, each in his own way, that the
life of a small-town man, woman, or family is an open book compared to the more
anonymous existencé of wurban dwellers.

While this report was concerned with the lack of privacy in rural areas, the societal impact
of infrastructure modernization is magnified in a Smart City as interconnected ecosystems
create systemic benefits and risks. As such, technology adoption is dependent upon the
stakechol dersé trust that the data generated
not violated. Data security in this context is not confined to the technical challenges that
arise with the proliferation of sensors and enhanced data transmission capabilities, but
includes privacy implications when data shared between multiple parties is breached.

Security frameworks extend beyond people-centric use cases. Ensuring that robust, resilient
security infrastructure and protocols are in place to protect the estimated 20 billion things
that will connect to the internet is a tremendous challenge. Using the Product Onion model
presented by Khan et al. (Figure 4)%, cities can use role-based access policies to support
end-to-end application security as participants more freely transition between traditional
functions.

ed|l

o

and

%5Secretaryds Advisory Committee on Automated Personal
Wel fare, fARecords, Comput er si30(En3}[heteimadter REVWGRepod] avaifableCi t i z e n

at https://www.justice.gov/opcl/docs/rec-com-rights.pdf

66 Z. Khan, Z. Pervez, A.G. Abbasi, Towards a secure service provisioning framework in a Smart City

environment, Future Generation Computer Systems (2017), http://dx.doi.org/10.1016/].future.2017.06.031
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These newly connected stakeholders also serve as new attack vectors, which are not fully
addressed using traditional data security and privacy practices. Network vulnerabilities that

were previously isolated to one participant could be exploited and potentially pose a
systemic threat to related stakeholders. As Zhang et. al. point out,

i Al t h o u g h-thesshetheechmqguds (encryption, authentication, anonymity, etc.)
and policies might be directly applied
attackers could still infer and violate privacy in many other ways, such as side channel
attack and cold boot attack. Without sufficient security and privacy protections, users

may refrain from accepting the Smart City, which would remain as a far-off futuristic
i def&a. o

67 Source: Z. Khan, Z. Pervez, A.G. Abbasi, Towards a secure service provisioning framework in a Smart
City environment, Future Generation Computer Systems (2017),

http://dx.doi.org/10.1016/j.future.2017.06.031

68 Zhang, K., Ni, J., Yang, K., Liang, X., Ren, J. and Shen, X. (2017). Security and Privacy in Smart City
Applications: Challenges and Solutions. IEEE Communications Magazine, 55(1), pp.122-129.
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3.2 10T SECURITY

As should be abundantly clear by now, no reflection on the future of smart cities can overlook
the foundational importance of security.®® The Internet of Things has introduced new security
risks, which represent significant hurdles for device and software engineers.

The way we routinely function in a growingly digital society must be thoroughly scrutinized
with security in mind. As a case in point, research conducted by Professors Milos Prvulovic
and Alenka Zajic at Georgia Tech reveals not only that side-channel attacks extract data
values (such as cryptographic keys), but also that electromagnetic (EM) emissions from
modern systems (computers, sensors, 10T devices) can leak sensitive information and be
detected from several meters away. This information can be used to learn more about
program behavior as current flows in the systems can vary with program activity.

AThe 1 ssue: I n the same way clicking keyboa
a person is typing, a machine emits frequency waves that provides (sic) much better

tips. That means a fARussian radiod0 antenna
can detect what a person is doing on a | apt
internet, or wirelessly communicatingegd Suct
researchers copy the key fobs of modern cars or eavesdrop onencryptedVol P cal | s . «

70

loT devices often have few resources that can be leveraged to monitor their security, and
they often have limited hardware and system support for isolation and protection. These
limitations make existing malware detection techniques inadequate as they require
significant computation power and resources on the monitored device itself. "* Dr.
Prvulovicd team has demonstrated a new method to detect malware by externally observing
EM signals by an loT system that was effective against a number of malicious activities such
as control-flow hijacking, Mirai botnet, and ransomware.”?

69 See forexample:iCyber security is a prerequisite for the smart
Nati onal Cyber Dir esdMays TeaMalke SiartiCities Rutute-Pidaf @ybessecurity Cities,
Forbes, February 14, 2018, https://www.forbes.com/sites/qgilpress/2018/02/14/6-ways-to-make-smart-cities-
future-proof-cybersecurity-cities/#6fbe302b4240; and Skip Descant, NIST Global City Teams Challenge to
Focus on loT Security in Smart Cities, FutureStructure, January 23, 2018,
http://www.govtech.com/fs/infrastructure/NIST-Global-City-Teams-Challenge-to-Focus-on-1oT-Security-in-
Smart-Cities.html
0 Sean Sposito,Comput er OEmi ssi ons 0,ABG Apsil@7, Wi5 vacy Worri es
https://www.myajc.com/business/computer-emissions-raise-privacy-worries/SnW60IEsdgCgad47gAWepCl/
71 Sehatbakhsh, N., Nazari, A., Zajic, A. and Prvulovic, M. (2016). Spectral profiling: Observer-effect-free
profiling by monitoring EM emanations. 2016 49th Annual IEEE/ACM International Symposium on
Microarchitecture (MICRO), http://alenka.ece.gatech.edu/wp-
content/uploads/sites/463/2016/08/MICRO16.pdf
72 See, for example, Nader Sehatbakhsh et al., Leveraging Electromagnetic Emanations for IoT Security
(May 2017) https://www.cc.gatech.edu/~milos/Papers/2017 HOSTDemo.pdf
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More generally, stakeholders must continuously evaluate and implement tight risk
(including uncertainty) management safeguards as loT systems and applications are
designed, tested, deployed and maintained across both legacy and new systems’3.

While the 10T landscape is still fragmented (a challenge that should not be
underestimated), substantial progress on the standardization front has been made in the
last few years. Remarkable work is taking place in both the United States and the
European Union to assess the extent and depth of the current state of international
cybersecurity standards development for 10T as exemplified by the two following reports:

1 U.S. National Institute of Standards and Technology (NIST), Department of
Commer ce, fil nt er atgieofdnterndiengl Cybdrseaurity S
Standardization for the I nternet of Things
(see in particular Section 8 - Standards Landscape for IoT Cybersecurity, and
Annex D1 IoT Standards Mapping to Core Areas of Cybersecurity)’

1 European Union Agency for Network And Information Security (ENISA), fBaseline
Security Recommendations for 10T in the context of Critical Information
|l nfrastructures, 0 November 2017 (see in par
References Reviewed)’

Cities can utilize architectures, frameworks, protocols, standards, guidelines, and best
practices for 0T security (and privacy) that have been (and continue to be) developed by a
wide range of alliances, consortia, fora, government bodies, and regulatory authorities.
These organizations include (without any claim to exhaustiveness):

73 The Cyber-Physical Systems Public Working Group (CPS PWG) established by the National Institute for
Standards and Technology (NIST) identifies five top-level trustworthiness properties of [I0T] systems that risk
managers should consider when performing risk management: cybersecurity (or security); privacy; safety;
reliability; and resilience - see NIST Special Publication 1500-202 Framework for Cyber-Physical Systems: Volume
2, Working Group Reports, Version 1.0, June 2017, p.15
http://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.1500-202.pdf. Note that resilience, i.e., the ability i t o
address uncertainty, situations where the distribution of possible outcomes produced by the interaction of the
system with its environment are NOT known, often because the environment conditions that produce the impacts
are unknown or not well understoo d is Giewed in the NIST frameworkasfiper haps the most sign
(p- 4) 7 see also Louchez, A. & Rosner, G. (April14, 2016), Internet of Things Security: The Case for Systemic
Resilience in Sensors Magazine https://sensorsmag.com/iot-wireless/internet-things-security-case-for-sytemic-
resilience
74 Available at https://csrc.nist.gov/CSRC/media/Publications/nistir/8200/draft/documents/nistir8200-draft.pdf.
The report was produced by the U.S.-based Interagency International Cybersecurity Standardization
Working Group (IICS WG), whichwas established in December 2015 by the
Cyber Interagency Policy Committee (NSC Cyber IPC). Its purpose is to coordinate on major issues in
international cybersecurity standardization and thereby enhance U.S. federal agency participation in
international cybersecurity standardization.
5 Available at https://www.enisa.europa.eu/publications/baseline-security-recommendations-for-iot.. ENISA
was created in 2004 by EU Regulation No 460/2004 under the name of European Network and Information
Security Agency. The Agency is located in Greece with its seat in Heraklion Crete and an operational office
in Athens. ENISA is actively contributing to a high level of network and information security (NIS) within the
Union, since it was set up in 2004, to the development of a culture of NIS in society and in order to raise
awareness of NIS, thus contributing to proper functioning of the [European Union] internal market
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http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.1500-202.pdf
https://sensorsmag.com/iot-wireless/internet-things-security-case-for-sytemic-resilience
https://sensorsmag.com/iot-wireless/internet-things-security-case-for-sytemic-resilience
https://csrc.nist.gov/CSRC/media/Publications/nistir/8200/draft/documents/nistir8200-draft.pdf
https://www.enisa.europa.eu/publications/baseline-security-recommendations-for-iot

]
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3rd Generation Partnership Project (3GPP)
Alliance for Internet of Things Innovation
(AIOTI)

Alliance for Telecommunications Industry
Solutions (ATIS) - Smart Cities T Technology
Roadmap (2017) and Data Sharing
Framework for Smart Cities (March 2018)
Alliance of Industrial Internet (China) 1
Industrial Internet Architecture i Version 1.0
(2016)

Broadband Forum

Atlantic Council (Brent Scowcroft Center on
International Security) i Smart Homes and
the Internet of Things Issue Brief (March
2016)

Body of European Regulators for Electronic
Communications (BEREC) i Report on
Enabling the Internet of Things (February
2016)

Broadband Internet Technical Advisory
Group (BITAG) (loT Security and Privacy
Recommendations)

BuildltSecure.ly

CableLabs (A Vision for Secure [0T i
Summer 2017)

Center for Internet Security (CIS) - Internet
of Things Security Companion to the CIS
Critical Security Controls (Version 6) White
Paper (posted on August 2016)

Cloud Security Alliance (loT Working Group)
Cloud Standards Customer Council (CSCC)
T Cloud Customer Architecture for loT
(2016)

Committee of Sponsoring Organizations of
the Treadway Commission (COSO)
Common Criteria

CompTIA - CompTIA Channel Standard for
Cybersecurity, and Sizing Up the Internet of
Things White Paper (August 2015)
Computer Science and Telecommunications
Board (CSTB cybersecurity and
trustworthiness projects)

Computing Community Consortium (CCC) -
Safety, Security, and Privacy Threats Posed
by Accelerating Trends in the Internet of
Things White Paper (February 2017)

CTIA (the Wireless Association) T Protecting
Americabs
(2017)

DASH?7 Alliance
Digital Standard (The)
DTSec (DTS Cybersecurity Standard for
Connected Diabetes Device Security and
DTS Protection Profile for Connected
Diabetes Devices)

Eclipse (Eclipse ioFoq)

Wi r éMhiee ®aperNet wor k

Atlanta, Georgia, USA
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Electricity Information Sharing and Analysis
Center (E-ISAC) T Internet of things DDoS
White Paper (October 2016)

EnOcean Alliance

Euralarm i Smart Cities: Revolution in every
area of life White Paper (November 2016)
European Telecommunications Standards
Institute (ETSI) (Roles and Activities in
Security)

European Union (several horizontal and
vertical initiatives, including European
General Data Protection Regulation (GDPR)
and the European Research Cluster on the
Internet of Things (IERC))

European Union Agency for Network and
Information Security (ENISA) i Baseline
Security Recommendations for 10T in the
context of critical information infrastructures
(November 2017)

EuroSmart - Eurosmart: Internet of Trust,
Security and Privacy in the connected world
Position Paper (November 2016) and
Maki ng Europeds
White Paper (February 2015)
Fairhair Alliance i Facilitating the Internet of
Things For Commercial Buildings White
Paper (2017)

FIDO Alliance

Fraunhofer (Germany) - FOKUS and
Institute for Integrated Circuits (IoT-Bus 1
The Secure Communication Bus)

Georgia Tech Institute for Information
Security and Privacy (IISP)

Georgia Tech Institute for People and
Technology (IPaT Research)

Global Cyber Alliance (Smart Cities and [0T)
Global Platform - Industrial Internet of Things
Taskforce [f.k.a. Internet of Things
Taskforce] and Consumer loT Task Force
[f.k.a. Mobile Task Force]

Global Semiconductor Alliance (GSA) 1
Security in the 10T White Paper (2017)

GS1 (GS1 and the Internet of Things T
October 2016)

GSMA (loT Security Guidelines and Smart
Cities Safety)

HITRUST Alliance

HL7 Standards

Hypercat (Global Alliance and standard
(PAS 212) driving secure and

interoperable Internet of Things (loT) for
Industry and cities)

Industrial Internet Consortium (IIC) (Security
Framework, October 2016)

Information Security and Privacy Advisory
Board (ISPAB)

| July 2018 37

Smart

Cities


http://www.3gpp.org/
https://aioti.eu/
http://www.atis.org/
http://www.atis.org/smart-cities-roadmap/
https://www.atis.org/smart-cities-data-sharing/
http://en.aii-alliance.org/index.php?m=content&c=index&a=show&catid=17&id=25
https://www.broadband-forum.org/
http://www.atlanticcouncil.org/publications/issue-briefs/smart-homes-and-the-internet-of-things
http://berec.europa.eu/eng/document_register/subject_matter/berec/reports/5755-berec-report-on-enabling-the-internet-of-things
https://www.bitag.org/
https://www.bitag.org/report-internet-of-things-security-privacy-recommendations.php
https://builditsecure.ly/
https://www.wi-sun.org/index.php/vb-iot-rpt/file
https://www.cisecurity.org/
https://www.cisecurity.org/wp-content/uploads/2017/03/CIS-Controls-IoT-Security-Companion-201501015.pdf
https://www.cisecurity.org/wp-content/uploads/2017/03/CIS-Controls-IoT-Security-Companion-201501015.pdf
https://cloudsecurityalliance.org/group/internet-of-things/#_overview
http://www.cloud-council.org/
http://www.cloud-council.org/deliverables/cloud-customer-architecture-for-iot.htm
https://www.coso.org/Pages/default.aspx
https://www.commoncriteriaportal.org/
https://www.comptia.org/standards/cybersecurity-standard
https://www.comptia.org/resources/sizing-up-the-internet-of-things
https://sites.nationalacademies.org/CSTB/CSTB_059144
https://cra.org/ccc/
https://cra.org/ccc/resources/ccc-led-whitepapers/
https://www.ctia.org/
https://www.ctia.org/docs/default-source/default-document-library/protecting-americas-wireless-networks.pdf
http://www.dash7-alliance.org/
https://www.thedigitalstandard.org/
https://www.diabetestechnology.org/dtsec-standard-final.pdf
https://www.diabetestechnology.org/dtsec-standard-final.pdf
https://www.diabetestechnology.org/dtsec-protection-profile-final.pdf
https://www.diabetestechnology.org/dtsec-protection-profile-final.pdf
https://www.eclipse.org/community/eclipse_newsletter/2017/march/article3.php
https://www.eisac.com/
https://nhisac.org/announcements/e-isac-releases-internet-of-things-ddos-white-paper/
https://www.enocean-alliance.org/
https://www.euralarm.org/publications-our-positions/white-paper/smart-cities-revolution-in-every-area-of-life
http://www.etsi.org/technologies-clusters/technologies/security
https://gdpr-info.eu/
http://www.internet-of-things-research.eu/
https://www.enisa.europa.eu/publications/baseline-security-recommendations-for-iot
http://www.eurosmart.com/news-publications/99-policy-papers/245-eurosmart-internet-of-trust-security-and-privacy-in-the-connected-world.html
https://www.euralarm.org/publications-our-positions/white-paper/white-paper-making-europe-s-smart-cities-safe-secure
https://www.fairhair-alliance.org/data/downloadables/1/4/1709_lps2017_fairhair-facilitates-iot.pdf
https://www.fairhair-alliance.org/data/downloadables/1/4/1709_lps2017_fairhair-facilitates-iot.pdf
https://fidoalliance.org/
https://www.iis.fraunhofer.de/en/ff/lv/ener/tech/IoT-Bus.html
https://cyber.gatech.edu/
http://ipat.gatech.edu/research
mailto:https://www.globalcyberalliance.org/smart-cities-and-iot/
https://www.globalplatform.org/aboutustaskforcesIPconnect.asp
https://www.globalplatform.org/aboutustaskforcesmobile.asp
https://www.gsaglobal.org/
https://www.gsaglobal.org/gsa-resources/publications/
https://www.gs1.org/sites/default/files/images/standards/internet-of-things/gs1-and-the-internet-of-things-iot.pdf
https://www.gsma.com/iot/future-iot-networks/iot-security-guidelines/
https://www.gsma.com/iot/smart-cities-resources/smart-cities-safety/
https://www.gsma.com/iot/smart-cities-resources/smart-cities-safety/
https://hitrustalliance.net/
https://www.hl7.org/implement/standards/
http://www.hypercat.io/
http://www.hypercat.io/standard.html
https://csrc.nist.gov/csrc/media/projects/supply-chain-risk-management/documents/ssca/2016-fall/wed_am1-industrial_internet_of_things_security_framework_bob_martin.pdf
https://csrc.nist.gov/csrc/media/projects/supply-chain-risk-management/documents/ssca/2016-fall/wed_am1-industrial_internet_of_things_security_framework_bob_martin.pdf
https://csrc.nist.gov/projects/ispab

1 Information Technology Industry Council 1 IPSO Alliance [now OMA SpecWorks] 1

(IT1) Security, Privacy and ldentity Working Group

1 INRIA (France) (cybersecurity) (launched in 2017)

71 Institute for Critical Infrastructure Technology 1 ISACA (Internet of Things: Risk and Value
(ICIT) - Publications Considerations) i ISACA Journal, The

1 Institute of Electrical and Electronics Internet of Things, volume 3, 2017
Engineers (IEEE): IEEE Internet of Things 1 LinuxF o u n d a Hyparladdes open source
initiative and |IEEE Smart Cities collaborative effort

1 Interagency International Cybersecurity 1 LoRa Alliance (LoRa WAN Security)
Standardization Working Group (IICS WG), 1 National Center of Incident Readiness and
Ailnteragency Report on St at u Stratedy for Cybersecurity (NISC) (Japan)
International Cybersecurity Standardization (General Framework for Secured loT
for the Internet of Things (IoT)0 , February Systems, August 2016)

2018, Draft NISTIR 8200 1 National Institute of Standards and

1 InterNational Committee for Information Technology (NIST) (NIST initiatives 10T,
Technology Standards (INCITS) (Ad Hoc on Information Technology Laboratory, Applied
0T Security and Privacy) Cybersecurity Division)

1 International Electrotechnical Commission 1  National Security Telecommunications
(IEC) (loT 2020: Smart and Secure IoT Advisory Committee (NSTAC) (NTASC
Platform) ISO/IEC JTC 1 (Internet of Things Report to the President on the Internet of
and Related Technologies) (ISO/IEC CD Things, 2014)

301417 1oT RA) 1 National Telecommunications and

1 International Interconnection Forum for Information Administration (NTIA)

Services over IP (i3Forum) i Internet of (Multistakeholder Process; Internet of Things
Things White Paper i Release 1.0 (2017) (loT) Security Upgradability and Patching)

1 International Organization for 1 New Zealand IoT Alliance (loT
Standardization (ISO) (related standards: Cybersecurity, and loT Data and Privacy
ISO/IEC 27001:2013; ISO/IEC 27002:2013; Working Groups)
and ISO/IEC 27031:2011) 1 North American Electric Reliability Corp.

1 International Telecommunication Union (ITU) (NERC) - NERC cybersecurity standard
(ITU-T Study Group 20 and ITU-T Study Group 1 OASIS (Cyber Standards Council)

13) 1 Object Management Group (see IIC) (OMG

1 International Society of Automation (ISA) cybersecurity initiatives)

(Industrial Automation and Control System 1 oneM2M (Published Specifications)
Security (ISA99)) 9  Online Trust Alliance (IoT Trust Framework,

1 Internet Architecture Board (IAB) - Internet of January 2017)

Things Software Update Workshop (loTSU) f  OPC Foundation (Security info: bulletins,
2016 recommendations and analysist)

1 Internet Engineering Task Force (IETF) - f  Open Connectivity Foundation (OCF
Rough Guide to |ETF 100: The Internet of Security)

Things; Best Current Practices for Securing 1 Open Geospatial Consortium (OGC)
Internet of Things (loT) Devices; and State- (Security Working Group)

of-the-Art and Challenges for the Internet of 7 Open Group Internet of Things (I0T) Work
Things Security Group

1 Internet of Things Alliance (presentations T  Open Mobile Alliance (OMA) [now OMA
from securing your 10T data event) SpecWorks] (OMA Application Layer

f  Internet of Things Consortium (IoTC) Security Common Functions Overview)

f  Internet of Things Privacy Forum (IoTPF) f  Open Standard for Public Transport (OSPT)

I Internet Society (Policy Brief i October (CIPURSEE open security standar
2016) f  Open Web Application Security Project

1 10T Alliance Australia (loT Security (OWASP)

Guideline, February 2017) f  OpenFog Consortium (OpenFog Reference

f loT Cybersecurity Alliance (I0TCA) Architecture for Fog Computing, February

1 loT Security Foundation i Establishing 2017)

Principles for 10T Security Guide (2016) f  OSGi Internet of Things Expert Group
(IOTEG)
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https://www.itic.org/
https://www.inria.fr/en/content/search/(keyword)/cybersecurity
http://icitech.org/
http://icitech.org/publications/
https://iot.ieee.org/
https://smartcities.ieee.org/about
https://csrc.nist.gov/publications/detail/nistir/8200/draft
https://csrc.nist.gov/publications/detail/nistir/8200/draft
http://www.incits.org/committees/iot-security
http://www.iec.ch/whitepaper/iotplatform/?ref=extfooter
http://www.iec.ch/whitepaper/iotplatform/?ref=extfooter
https://www.iso.org/committee/6483279.html
https://www.iso.org/standard/65695.html
https://www.iso.org/standard/65695.html
http://i3forum.org/
http://i3forum.org/wp-content/uploads/2017/05/i3forum-IoT-Whitepaper-draft-v1.0.pdf
https://www.iso.org/standard/54534.html
https://www.iso.org/standard/54533.html
https://www.iso.org/standard/44374.html
https://www.itu.int/en/ITU-T/about/groups/Pages/sg20.aspx
https://www.itu.int/en/ITU-T/about/groups/Pages/sg13.aspx
https://www.itu.int/en/ITU-T/about/groups/Pages/sg13.aspx
https://www.isa.org/isa99/
https://www.iab.org/
https://www.iab.org/activities/workshops/iotsu/
https://www.internetsociety.org/blog/2017/11/rough-guide-ietf-100-internet-things/
https://datatracker.ietf.org/doc/draft-moore-iot-security-bcp/
https://tools.ietf.org/pdf/draft-irtf-t2trg-iot-seccons-04.pdf
http://theiota.net/2017/11/30/presos-from-securing-your-iot-data/
http://iofthings.org/
https://www.iotprivacyforum.org/
https://www.internetsociety.org/policybriefs/iot
http://www.iot.org.au/wp/wp-content/uploads/2016/12/IoTAA-Security-Guideline-V1.0.pdf
http://www.iot.org.au/wp/wp-content/uploads/2016/12/IoTAA-Security-Guideline-V1.0.pdf
https://www.iotca.org/
https://www.iotsecurityfoundation.org/
https://iotsecurityfoundation.org/wp-content/uploads/2015/09/IoTSF-Establishing-Principles-for-IoT-Security-Download.pdf
https://www.ipso-alliance.org/
https://www.ipso-alliance.org/ipso-community/resources/technical-advisory-board/security-privacy-identity-working-group/
https://www.isaca.org/Knowledge-Center/Research/ResearchDeliverables/Pages/internet-of-things-risk-and-value-considerations.aspx
https://www.isaca.org/Journal/archives/2017/Volume-3/Pages/default.aspx
https://www.hyperledger.org/
https://docs.wixstatic.com/ugd/eccc1a_cc44304714c14f80a6ce50fcf9fcee2a.pdf
https://www.nisc.go.jp/eng/pdf/iot_framework2016_eng.pdf
https://www.nist.gov/itl/applied-cybersecurity/nist-initiatives-iot
https://www.hsdl.org/?abstract&did=789743
https://www.nist.gov/itl/applied-cybersecurity/nist-initiatives-iot
https://iotalliance.org.nz/working-groups/
http://www.nerc.com/Pages/default.aspx
http://www.nerc.com/search/pages/results.aspx?k=cyber%20security%20standard
https://www.oasis-open.org/committees/tc_home.php?wg_abbrev=cyber-council
http://www.omg.org/hot-topics/cybersecurity-initiatives.htm
http://www.onem2m.org/technical/published-documents
https://otalliance.org/system/files/files/initiative/documents/iot_trust_framework_v2-0.pdf
https://opcfoundation.org/security/
https://openconnectivity.org/business/ocf-security
https://openconnectivity.org/business/ocf-security
http://www.opengeospatial.org/projects/groups/securitywg
http://www.opengroup.org/getinvolved/workgroups/iot
http://www.opengroup.org/getinvolved/workgroups/iot
http://www.openmobilealliance.org/wp/Overviews/sec_cf_overview.html
http://www.osptalliance.org/assets/pdf/ospt_transit_fare_collection.pdf
https://www.owasp.org/index.php/Main_Page
https://www.openfogconsortium.org/wp-content/uploads/OpenFog_Reference_Architecture_2_09_17-FINAL.pdf
https://www.osgi.org/about-us/working-groups/internet-of-things/

Georgia Tech CDAIT

Personal Connected Health Alliance 1
Global Policy Priorities (Winter 2017)
Platform Industrie 4.0 (Germany) i Security
in RAMI 4.0 (RAMI = Reference Architecture
Model for Industrie 4.0)

SAE International (Vehicle Electrical System
Security Committee)

SANS Institute (Reading Room i 0T
Papers)

Secure Smart and Resilient Cities Initiative
(SsCh

Secure Technology Alliance [f.k.a. Smart
Card Alliance] (Internet of Things Security
Council) and Embedded Hardware Security
for 10T Applications White Paper (2016) and
Blockchain and Smart Card Technology
(2017) White Paper

Securing Smart Cities ( iLet 6's
cities cyber-safed ) Also guidelines for
Smart Technology Adoption jointly
developed by Securing Smart Cities and the
Cloud Security Alliance (CSA) (November
2015)

Smart Cities Council (Security and Privacy
Website Section)

Smart Electric Power Alliance (catalog of
standards)

Telecommunications Industry Association
(TIA) i TR-48 | Vehicular Telematics; TR-50
| M2M -Smart Device Communications; TR-
51 | Smart Utility Networks

Thread Group Security & Commissioning
[pdf]) (July 2015)

Trusted loT Alliance (fieveraging blockchain
infrastructure to secure and scale IoT
ecosystemsg

Trusting Computing Group (loT Work Group)
The Update Framework (TUF)

Underwriters Laboratories (UL) (UL
Cybersecurity Assurance Program)

United Kingdom Department of Digital,
Culture, Media and Sport (DCMS) - Security
by Design report on improving the cyber
security of consumer Internet of Things
(March 2018)

United Kingdom loT-related initiatives: Digital
Catapult, Future Cities Catapult, loTUK and
PETRAS

UK PETRAS IoT Hub - Summary literature
review of industry recommendations and
international developments on loT security
(2018)

make s ma

Atlanta, Georgia, USA
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U.S. CERT (ST17-001 7 Securing the

Internet of Things)

U.S. Chamber of Commerce Principles for

0T Security, September 2017, and loT

Cyber Policy, October 19, 2017

U.S. Department of Commerce (Green

Paper: Fostering the Advancement of the

Internet of Things, January 2017)

U.S. Department of Homeland Security

(DHS) - Strategic Principles for Securing the

Internet of Things, November 2016, and also

DHS S&T [Science and Technology

Directorate]-N1 ST fA SmarureChiesd Sec
and Communitiex3)Chall engebo
U.S. Department of Transportation (National
Highway Traffic Safety Administration
(NHTSA)) (Cybersecurity Best Practices for
Modern Vehicles, October 2016)

U.S. Federal Communications Commission
(FCC) (Cybersecurity Risk Reduction T
January 2017)

U.S. Federal Trade Commission (FTC) (FTC
Staff Report - Internet of Things: Privacy and
Security in a Connected World) (January
2015)

U.S. Food and Drug Administration (FDA)
(Cybersecurity)

U.S. Government Accounting Office (GAO)
(Internet of Things: Status and Implications
of an Increasingly Connected World)

US Ignite

Weightless SIG - Security

Wilson Center (Urban Sustainability
Laboratory Research) (Part 1: When Smart
Cities Become Digitally Insecure; Part 2:
Smart Cities Face a Dynamic Cybersecurity
Landscape; and Part 3: Protecting our Cities
from Cyber Attacks)

Wi-SUN Alliance - The Rise of the Internet of
Things (2017)

Worl dés Smart Ci-WCSODs
World Smart City (partnership between IEC,
ISO and ITU)

World Wide Web Consortium (W3C) i
Tackling Data Security and Privacy
Challenges for the Internet of Things
presentation (2016); Web of Things Interest
Group; Web of Things Working Group
(launched in early 2017); and Web of Things
Security and Privacy Considerations (2017)
Zigbee Alliance T Zigbee: Securing the
Wireless IoT White Paper (Q1 2017)
Z-Wave Alliance
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http://www.pchalliance.org/sites/pchalliance/files/PCHAlliance_GlobalPolicyPriorities_2017_Online.pdf
http://www.plattform-i40.de/I40/Navigation/EN/Home/home.html
http://www.plattform-i40.de/I40/Redaktion/EN/Downloads/Publikation/security-rami40-en.pdf?__blob=publicationFile&v=7
http://www.plattform-i40.de/I40/Redaktion/EN/Downloads/Publikation/security-rami40-en.pdf?__blob=publicationFile&v=7
https://www.sae.org/works/committeeHome.do?comtID=TEVEES18
https://www.sae.org/works/committeeHome.do?comtID=TEVEES18
https://www.sans.org/reading-room/whitepapers/internet/
https://www.sans.org/reading-room/whitepapers/internet/
https://www.securesmartcities.com/alliance.html
https://www.securetechalliance.org/activities-councils-internet-of-things-security/
https://www.securetechalliance.org/activities-councils-internet-of-things-security/
https://www.securetechalliance.org/wp-content/uploads/Embedded-HW-Security-for-IoT-WP-FINAL-December-2016.pdf
https://www.securetechalliance.org/wp-content/uploads/Blockchain-SC-Technology-WP-FINAL-March-2017.pdf
https://securingsmartcities.org/
http://securingsmartcities.org/wp-content/uploads/2015/05/SSCpressrelease_GuidelinesSCTechAdopt_FINAL-1.pdf
https://smartcitiescouncil.com/smart-cities-information-center/security-and-privacy
https://sepapower.org/knowledge/catalog-of-standards/
https://www.tiaonline.org/
https://www.tiaonline.org/all-standards/committees/tr-48
https://www.tiaonline.org/all-standards/committees/tr-50
https://www.tiaonline.org/all-standards/committees/tr-50
https://www.tiaonline.org/all-standards/committees/tr-51
https://www.tiaonline.org/all-standards/committees/tr-51
https://portal.threadgroup.org/DesktopModules/Inventures_Document/FileDownload.aspx?ContentID=658
https://portal.threadgroup.org/DesktopModules/Inventures_Document/FileDownload.aspx?ContentID=658
https://www.trusted-iot.org/
https://trustedcomputinggroup.org/work-groups/internet-of-things/
https://theupdateframework.github.io/
https://industries.ul.com/cybersecurity
https://industries.ul.com/cybersecurity
https://www.gov.uk/government/news/new-measures-to-boost-cyber-security-in-millions-of-internet-connected-devices
https://digital.catapult.org.uk/
https://digital.catapult.org.uk/
http://futurecities.catapult.org.uk/
https://iotuk.org.uk/
https://www.petrashub.org/
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/686090/PETRAS_Literature_Review_of_Industry_Recommendations_and_International_Developments_on_IoT_Security.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/686090/PETRAS_Literature_Review_of_Industry_Recommendations_and_International_Developments_on_IoT_Security.pdf
https://www.us-cert.gov/ncas/tips/ST17-001
https://www.uschamber.com/IoT-security
https://www.uschamber.com/IoT-security
mailto:https://www.nist.gov/sites/default/files/documents/2017/10/23/mattheweggers_slides.pdf
mailto:https://www.nist.gov/sites/default/files/documents/2017/10/23/mattheweggers_slides.pdf
https://www.ntia.doc.gov/files/ntia/publications/iot_green_paper_01122017.pdf
https://www.ntia.doc.gov/files/ntia/publications/iot_green_paper_01122017.pdf
https://www.dhs.gov/sites/default/files/publications/Strategic_Principles_for_Securing_the_Internet_of_Things-2016-1115-FINAL....pdf
https://www.nist.gov/news-events/news/2017/08/nist-dhs-join-forces-create-cybersecure-communities-around-globe
https://webcache.googleusercontent.com/search?q=cache:Z7KGH8x1mwIJ:https://www.nhtsa.gov/staticfiles/nvs/pdf/812333_CybersecurityForModernVehicles.pdf+&cd=1&hl=en&ct=clnk&gl=us&client=firefox-b
https://apps.fcc.gov/edocs_public/attachmatch/DOC-343096A1.pdf
https://www.ftc.gov/system/files/documents/reports/federal-trade-commission-staff-report-november-2013-workshop-entitled-internet-things-privacy/150127iotrpt.pdf
https://www.fda.gov/MedicalDevices/DigitalHealth/ucm373213.htm
https://www.gao.gov/products/GAO-17-75
https://www.us-ignite.org/about/what-is-us-ignite/
http://www.weightless.org/
http://www.weightless.org/keyfeatures/security
https://www.wilsoncenter.org/article/series-part-1-when-smart-cities-become-digitally-insecure
https://www.wilsoncenter.org/article/series-part-2-smart-cities-face-dynamic-cybersecurity-landscape
https://www.wilsoncenter.org/article/series-part-3-protecting-our-cities-cyber-attacks
https://www.wi-sun.org/index.php/vb-iot-rpt/file
https://www.wi-sun.org/index.php/vb-iot-rpt/file
http://wsco-online.com/category/themes/iot/
https://www.worldsmartcity.org/
https://www.globalplatform.org/aboutustaskforcesmobile.asp
https://www.w3.org/WoT/IG/
https://www.w3.org/WoT/IG/
https://www.w3.org/WoT/WG/
https://www.w3.org/TR/wot-security/
http://www.zigbee.org/
http://www.zigbee.org/zigbeealliance/white-papers/
https://z-wavealliance.org/

In addition to these organizations, the Security and Privacy Working Group’® of CDAIT is
also developing security- and privacy-related information to help companies and
organizations that are building and deploying connected environments.

3.3 UsE CASES

Whether the device is a smart energy meter, a parking meter, a pressure valve, or an
environmental sensor, all of these devices require at least some level of onboarding,
management, and data security. As the asset classification and primary tasks become
more critical, the required data security model protecting the system of systems that
consume this data, and in some cases provide Supervisory Control and Data Acquisition
(SCADA) functionality, must be implemented with an interoperable, standards-based
approach.

3.3.1 Municipal Services Management

Smart City technologies are intended to improve how municipalities engage with, and
deliver services to, their citizens.

In Jakarta, Indonesia, a district of 10 million people is divided into five cities, 44 sub-
districts, and 267 villages. The city government receives an average of 1,400 messages
per day via its mobile app, which allows users to submit feedback about public services.
The city established a centralized data hub for integrating information from the citizen
feedback app and social networks, as well as government services such as
transportation, healthcare, water distribution and other departments. After analyzing data
on the villages with the highest number of complaints, officials found that most of the
complaints stemmed from the lack of garbage collection. They were able to work with
village leadership and Jakarta Waste Management on the routing and scheduling to
significantly improve garbage collection, and subsequently reduced the number of
complaints.

The proliferation of connected sensors expands the attack plane and requires the proper
security expertise to manage such devices. The Jakarta use case’” illustrates how Smart
Cities can provide enhanced municipal services that utilize public feedback mechanisms,
while mitigating the risk of deploying compromised devices.

76 At the time of this writing: Dr. Margaret Loper (Georgia Tech) i chair, Peter Allor (Honeywell) i vice-
chair, Tim Hahn (IBM) i vice-chair, and Joel Odom (Georgia Tech) i vice-chair.

77 Details about the Jakarta Smart City (JCS) use case can be found here: https://www.ibm.com/case-
studies/jakartasmartcity. Established in 2015 as a management unit under the Communication,
Informatics and Statistics division of the Jakarta Provincial Government, Jakarta Smart City has a mission
to realize a New Jakarta that is more data-driven and transparent, as well as supporting collaborations
through the use of technology for better public services. Its six key focus areas are smart living, smart
mobility, smart governance, smart environment, smart economy, and smart people.
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3.3.2 Utilities

As the industry adopts 10T and cloud technologies, utilities must enhance security while
simplifying compliance. Doing so will allow administrators to focus efforts on improving
public and personnel safety and transforming data from the grid into insightful business
intelligence.

Energy and grid management applications require much more distributed intelligence to
cope with large amounts of data and rapid control response. As I0T introduces millions of
devices and latency-sensitive transactions, the traditional cloud-only approach will need
complementary capabilities at the edge.

The challenges of data overload and low-latency response can be overcome by edge
computing”. Edge computing allows applications to execute within the IoT network,
providing the intelligence to analyze data locally and generate actions like closing a
switch. By giving the gateways and endpoints at the edge the ability to handle
computational tasks, organizations reduce the amount of data that needs to be sent to
the cloud for processing, analysis and storage.

Utilities need to distribute security across
devices to be more security aware and using the network as a sensor and enforcer of

security policy. While securing devices at the onset can provide added resiliency, system

owners should also consider reliable and cost-effective paths for ongoing and continuous

updates, i.e. security patching, firmware updates, etc. on the devices. Cloud-based
deployments of 10T solutions allow for devices to be patched or updated remotely, in an

automated way, and at scale.

Cloud-based IoT solutions allow for a centralized way for end device on-boarding,
authentication, and authorization, as well as secure bi-directional communication with the
device. At any given point in time, the customer has the ability to disconnect or disengage
one or more devices from a solution if there is a suspicion of threat by simply de-activating
security credentials used by device(s) to authenticate with the cloud-based service. This
is challenging to accomplish with an on-premises deployment.

loT applications can communicate over public links, such as the internet, so it is important
to protect data in transit. This involves protecting network traffic between endpoints and
servers, as well as network traffic between servers. Table 1 below lists common concerns
for communication over public links, e.g., the internet, and recommended protection steps
to employ.

78 Various perspectives exist on what edge computing is. See Section 4.3.4 Connectivity (Computing)
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Table 1: Common Concerns for Communication over Public Links™

3.3.3 Public Safety

Like most infrastructure overhauls, Smart City projects involve long-term planning and
investment to ensure interoperability among new solutions while replacing legacy
systems. In 2013, Miami-Dade County began implementing intelligent services that track
water leaks in parks. The solution was designed to alert park managers whenever a leak
was detected, minimizing water waste and cutting costs. In addition to saving the county
over $1,000,000 in its first year, the solution was able to alert police of incidents where
people were stealing valuable copper piping from the municipal sprinkler system.8 The
foundational data hub created by Miami-Dade County enabled substantial public safety
and law enforcement advancements by also deploying intelligent video analytics and
gunfire detection solutions. In this case, the data hub created by Miami-Dade County
ensured that data, which was previously stored in disparate silos, adhered to all
applicable data governance and security standards.

3.3.4 Transportation

Recognizing that the modernization of transportation infrastructure is a shared
responsibility, stakeholders must implement trusted data-sharing practices between

9 AWS, AWS Security Best Practices, August 2016,
https://d0.awsstatic.com/whitepapers/Security/AWS Security Best Practices.pdf

80 See Sarah Rich, IBM and Miami-Dade County Partner for Smarter Cities Initiative, Government
Technology, March 4, 2013, http://www.govtech.com/e-government/IBM-and-Miami-Dade-County-
Partner-for-Smarter-Cities-Initiative.html
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